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Preface

The future joint force will operate in a complex and uncertain security environment that is global in nature and is characterized by asymmetric threats. International organizations, nation states, rogue states, and terrorist organizations all contend within this environment. The security environment and the joint force’s role in it have changed.

The JROC-approved range of military operations (ROMO) identifies 43 activities for which the joint force prepares. The ROMO reflects the changed security environment and provides context for the development of Joint Operations Concepts (JOpsC)—a strategic guidance document that operationalizes the Chairman’s vision of achieving Full Spectrum Dominance in the joint force. JOpsC serves two roles. First, JOpsC is an overarching concept paper that describes the attributes and capabilities that tomorrow’s joint force requires. The JOpsC guides the development of joint operating concepts, joint functional concepts, joint experimentation, and emerging capabilities.

The JOpsC family of concepts provides a crucial foundation for the capabilities-based methodology for joint force development. As you read and use this paper, it is important to understand its role in transforming the joint force and enhancing joint warfighting capabilities—two of the Chairman’s three strategic priorities.

Executive Summary

The Joint Command and Control Functional Concept describes a vision of how Joint Command and Control (C2) will be executed in 2015 in support of the Joint Force Commander. It integrates the required C2 capabilities from the Joint Operations Concepts, the Joint Operating Concepts and the other functional concepts and provides an approach for transforming C2 capabilities primarily at the operational level.

Command and control is the ability to recognize what needs to be done in a situation and to ensure that effective actions are taken. At its core, command and control is about decisionmaking and the individuals who make decisions.  In 2015 Joint C2 will be a joint decisionmaking process that is dynamic, decentralized, distributed, deployable, and highly adaptive.  Enabled by a robust, secure, integrated network, and through the employment of collaborative information environments, the Joint Force Commander will possess a seamless, deployable command and control capability. Supported by skilled personnel trained in joint operations and standardized joint SOPs, the Joint Force Commander will be able to create desired effects at the right time and place to accomplish the mission. 
As the environment is becoming more challenging, the need for being more precise and discriminating in the application of force is further raising the bar for the effective performance of command and control. The implication for Joint C2 is that the old ways of doing business are no longer sufficient and need to be replaced by an Information Age C2 paradigm. Command and control needs to become more agile while maintaining decision quality and speed that are superior to those of the adversary. It needs to give commanders the option to employ a wide range of command approaches and control mechanisms so that they can readily address any new situation in which they find themselves. It needs to tie together the numerous decisionmaking processes taking place across the range of participants in the diverse coalitions of the future.

The central idea for future Joint C2 is that it will be agile across the range of military operations. Joint forces, interagency, multinational partners, and non-governmental organizations will be able to rapidly respond and decisively execute commander’s intent in a complex, uncertain, and dynamic operating environment. C2 processes will be performed collaboratively to improve the speed and quality of the individual decisions and allow for the rapid and continuous synchronization of multiple decisions to achieve unity of effort. Commanders will rapidly tailor their C2 capabilities to any situation and will be able to exploit the benefits of decentralization—initiative, adaptability, and tempo—and achieve flexible synchronization without sacrificing unity of command. This will be achieved through a collaborative information environment that enables cohesive teams, regardless of location, to develop a shared understanding of commander’s intent and the battlespace, thereby enabling superior decisionmaking.

All commanders execute a basic set of individual functions as they make decisions and conduct C2. These functions, similar to conducting a mission analysis, range from monitoring and collecting data about a situation to developing, executing, and monitoring a chosen course of action. The number of commanders making decisions in support of a particular mission is representative of the number of basic C2 processes that are being executed simultaneously. To be effective, these C2 processes must occur rapidly, inform one another, and be faster than the adversary’s decisionmaking process. The Joint C2 functional concept describes a future C2 system that possesses an effective means to rapidly and seamlessly coordinate and synchronize these multiple decisions and C2 processes thereby, ensuring that desired effects as articulated in the commander’s intent are achieved.

For Joint C2 in 2015, the C2 system not only needs to perform well,
 but it also needs to be agile. This goal will be achieved by connecting the individual commanders across the echelons and functions of a military organization through a networked infrastructure. Connecting the individual commanders improves the speed and quality of their decision processes and the speed and quality of decisions throughout the military organization as a whole. This improvement in speed and quality is the result of the individual commander’s ability to collaborate during the decisionmaking process. Collaboration improves the decisionmaking process by reducing uncertainty and increasing understanding of the operational environment. Commanders are able to fill gaps in their operational picture through access to a common pool of information. Commanders can then tailor their C2 assets to best ensure mission success and still maintain unity of effort and unity of command. The result is that commanders and staffs will have an enhanced ability to make faster and more effective decisions and an improved ability to see to their execution. Joint C2 in 2015 will also:

· Allow people in large organizations to interact with the directness, informality, and flexibility typical of small, cohesive teams or organizations;

· Allow commanders and staffs to tailor the C2 system as required by quickly assembling cohesive teams and by adopting C2 procedures suited to each situation rather than relying on “one size fits all” procedures; and

· Allow the force to exploit the benefits of decentralization—initiative, adaptability, and tempo—without sacrificing coordination and unity of effort.

In 2015, it is envisioned that U.S. commanders will habitually be operating in a joint and multilateral environment as part of joint and/or combined operations that encompass a multitude of units, organizations and actors. The ability for all these players to collaborate with one another will be instrumental in the success or failure of these operations. Collaboration is joint problem solving for the purpose of achieving shared understanding, making a decision or creating a product. It allows experts to better interpret situations and problems, identify candidate actions and solutions, formulate evaluation criteria, and decide what to do. In the context of Joint C2, collaboration is used to coordinate the development of decisions and actions across multiple basic C2 processes. It allows commanders to gain better situational awareness, have a better understanding of the operational environment, to better comprehend how their decisions will effect the operating environment, and to coordinate their limited resources with others to achieve the desired effects within the confines of the commander’s intent. Collaboration is enabled through a collaborative information environment that allows for key collaborative C2 functions to tie together the basic C2 processes across all command levels and within all battlefield functions. These collaborative C2 functions give Joint C2 in 2015 its agility and the ability to support any command and control method that may be implemented.

The collaborative C2 process improves the execution of the basic C2 process, both in terms of quality and speed, by providing the individual commander with immediate access to the information and understandings of other commanders involved with the same mission. By sharing information, situational awareness, and understanding, individual commanders are able to improve their ability to monitor and collect data on their environment. The individual commander is then able to develop a more thorough understanding of the situation by being able to tap into the experience and perspectives of other individual commanders. Courses of action, the selection of a course of action and the development of plans to execute the course of action can be developed and executed with the collective knowledge of the decisions and plans of others. Plan execution can be monitored by all commanders with an understanding of the assumptions and information available when the course of action was developed and selected. This allows all commanders to better adapt their future decisions to the dynamics of the operating environment.

Agility is not merely an attribute of the C2 system; it permeates all aspects of the force. To enable agility, Joint C2 requires that a number of C2 capabilities in the technical, organizational and cognitive domains be developed to a certain level of performance. Agile organizations will possess a number of important attributes critical to meeting the challenges of the future operating environment. These attributes provide a means to measure overall improvement in the execution of the basic and collaborative C2 processes with appropriate measures and metrics defined for each one.

The key aspects of Joint C2 in 2015 are:

· Commanders, staffs and other decisionmakers or experts, throughout the joint force and beyond, are networked together by a collaborative information environment.

· Commanders will employ a suite of collaborative tools, which allow them, even when globally dispersed, to work together in a virtual problem space to understand a common problem and devise a solution to it.

· The ability to network through a collaborative environment provides maximum flexibility in organization, allowing the commander to assemble groups of any composition.

· The collaborative information environment will provide access to any piece of information as needed or generated within the system—within policy and security parameters. From this common information base, commanders and staffs will be able to create tailorable operational pictures of the situation as it pertains to them.

· Potential courses of action will be created and assessed collectively.

· The execution of a course of actions, either directly or by a subordinate, is performed in the context of the actions of all the other players involved in the mission.

· Joint C2 in 2015 will be decentralized without sacrificing coordination, unity of command or unity of effort.

Achieving this transformation requires a set of new capabilities that capture key cognitive, organizational and technical elements in an integrated fashion. The attributes of Joint C2 in the Information Age need to capture the interactions among these capabilities. While technical solutions will play a large part in the transformation of Joint C2, the leadership and creativity of the human decisionmaker will remain central.

1.0 Introduction

1.1 Statement of Purpose

The Joint Staff has developed the Joint Command and Control (Joint C2) Functional Concept and four others—Force Application, Protection, Focused Logistics, and Battlespace Awareness—as part of a capabilities-based analytical construct that supports the Joint Capabilities Integration and Development System (JCIDS) and Joint Requirements Oversight Council (JROC) decisionmaking. This concept provides the measurement framework for evaluating the command and control investment options needed to implement Joint C2, and for supporting those investment decisions.

This Joint C2 Functional Concept also serves to:

· Generate thought and discussion about new methods for performing command and control across the range of military operations;

· Provide the conceptual framework for developing integrated architectures used for analyzing Joint Command and Control capabilities; and

· Provide the basis for military experiments and exercises.

The Joint C2 Functional Concept will lead to force development guidance that would require changes in joint force doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF).

1.2 Concept Statement

Enabled by a robust, secure, integrated network, and through the employment of collaborative information environments, the Joint Force Commander will possess a seamless, deployable command and control capability. Supported by skilled personnel trained in joint operations and standardized joint SOPs, the Joint Force Commander will be able to create desired effects at the right time and place to accomplish the mission.

In 2015, Joint C2 will be agile across the range of military operations. Joint forces, interagency, multinational partners, and non-governmental organizations will be able to rapidly respond and decisively execute commander’s intent in a complex, uncertain and dynamic operating environment. C2 processes will be performed collaboratively to improve the speed and quality of the individual decisions and allow for the rapid and continuous synchronization of multiple decisions to achieve unity of effort. Commanders will rapidly tailor their C2 capabilities to any situation and will be able to exploit the benefits of decentralization—initiative, adaptability and tempo— and achieve flexible synchronization without sacrificing unity of command. This will be achieved through a collaborative information environment that enables cohesive teams, regardless of location, to develop a shared understanding of commander’s intent and the battlespace, thereby enabling superior decisionmaking.

1.3 Scope

This concept is a follow-on to the “Joint Force C2 Concept to Guide Standing Joint Force Headquarters Development by 2005,” approved by the Chairman, Joint Chiefs of Staff, in March 2003, in which the Agile C2 concept and its attributes were introduced. That document focused on joint C2 in 2005. This functional concept envisions joint C2 in the net-centric environment of 2015 and summarizes how future Joint C2 capabilities will support the Joint Force throughout the full range of military operations (ROMO).  The Joint Staff developed the Joint C2 Functional Concept in conjunction with the Unified Command Structure (UCS) Operational Concept that describes C2 at the national and strategic levels of operations. The Joint C2 Functional Concept describes how command and control will be performed to achieve success when executing missions and operations described in the Joint Operating Concepts (JOCs) including Major Combat Operations (MCO), Stability Operations (SO), Homeland Security (HLS), and Strategic Deterrence (SD). Though this document focuses on the operational level, the concept applies to C2 across all echelons, national to tactical.

Joint C2 is an integral part of the other functional concepts because Joint C2:

· Allows the effective command and control of Battlespace Awareness and is the key to increasing the reach, persistence, and agility of BA capabilities. The Joint C2 Functional Concept identifies the need to develop material and non-material capabilities to account for Blue Force dispositions, reporting, and integration into the collaborative information environment (Battlespace Awareness);

· Provides a secure and reliable logistics information network that facilitates logistics collaboration and allows for an integrated logistics operational picture (Focused Logistics);

· Allows for the command and control of active and passive defense capabilities that enable the JF Commander to effectively detect adversary actions: to assess accurately the actions in order to develop actionable intelligence; to warn friendly forces in a timely manner; to direct focused tasks in order to defend against adversary attacks, and when necessary, to recover in minimum time (Joint Protection); and

· Provides an adaptive C2 system throughout the networked force to coordinate force application, execute distributed operations throughout a non-contiguous battlespace and facilitate achieving desired effects (Force Application).
1.3.1 Definition of Joint Command and Control

Command and control reflects the exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of a mission. A commander performs command and control functions through an arrangement of personnel, equipment, communications, facilities, and procedures to plan, direct, coordinate, and control forces and operations in the accomplishment of the mission.

In general terms, command and control enables a commander to recognize what needs to be done in a situation and to ensure that effective actions are taken.
 Joint command and control is command and control exercised by a Joint Force Commander. Joint command and control supports the commander in integrating the art and science of warfare.

1.4 Assumptions

As the U.S. military transforms its C2 capabilities to exploit new opportunities, it must consider evolving trends and anticipated shifts in the future operating environment, information technologies, and organizational cultures. This functional concept assumes that in 2015 the following conditions will hold true:

· Global interests and responsibilities of the U.S. will endure and threats to those interests and responsibilities, or to our allies, will not disappear.

· As potential adversaries will reap the benefits of the information revolution, the U.S. and its allies will be required to increase development throughout DOTMLPF to maintain information superiority.

· The ever-increasing dependence on information processes, systems, and technologies adds potential vulnerabilities that will be defended.

· Participation by the joint force in operations with civil authorities will likely increase in importance due to emerging threats to the U.S. homeland.

· The joint force will continue to depend heavily upon coordination and synchronization with interagency and multinational partners.

· The Department of Defense (DOD) will undergo a change in culture designed to foster jointness and innovation in rapidly adapting to the changing future operating environment.

· The DOD will continue to investigate, support, develop, acquire, and invest in information technology.

· There will be a management mechanism to continually integrate and assimilate technological advances and improve Joint C2 capabilities.

· Successful military operations will continue to require highly qualified leaders and personnel, trained to specific standards and educated to function within a joint force.

· Emerging technologies will have a significant impact on doctrine, organizations, training, material, leadership and education, personnel, and facilities initiatives. Actions affecting anyone of these areas will impact the others, thus requiring close coordination.

1.5 Risks

Military commanders and leaders at all levels will need to manage risk as they exercise command and control of military operations. Risks remain inherent in the planning and execution of military operations. Additionally, there are risks associated with identifying, developing, attaining and maintaining future C2 capabilities for 2015. Military leaders must employ prudent risk management strategies, including both the acceptance of calculated risks and the development of comprehensive risk mitigation techniques. The following list is intended to identify significant risks associated with Joint C2 rather than to be exhaustive. 

The risks associated with Joint C2 in 2015 include:

· Joint C2 in 2015 will rely heavily on information technology focused on supporting humans in exercising uniquely human qualities such as leadership, judgment, and understanding. Given this, the technology must be robust enough to ensure availability, integrity, authentication, confidentiality and non-repudiation
. Additionally, leaders will need to be able to continue executing their decisionmaking process in the case where the supporting systems have failed. If Information Assurance is not achieved and maintained, the ability to take advantage of Joint C2 capabilities could be significantly degraded.

· With the advent of the information technology revolution and the globalization of information systems, adversaries may possess the ability to adapt to U.S. capabilities faster than the U.S. can react to, mitigate, or negate such advances. This introduces an element of risk that must be accounted for in making future programmatic and policy decisions regarding command and control. The U.S. must be capable of staying inside the development and fielding cycle of any adversary attempting to adapt and respond to new technological or information systems.

· Higher-level commanders will have better and faster access to information and knowledge. Consequently, these upper echelon commanders may be prone to micro-managing subordinates, potentially reducing their flexibility and effectiveness in rapidly exploiting tactical opportunities on the battlefield.

· Forces equipped with digital command and control equipment must accommodate forces with analog systems. U.S. forces with digital equipment are likely to be employed differently than other U.S. forces (active and reserve), coalition partners and multinational organizations without such equipment. Risks are: fratricide, decreased interoperability, synchronization, and OPTEMPO.

· Programmatic decisions may result in prematurely abandoning tried-and-true C2 capabilities and standard operating procedures when adjusting to the future operating environment without thoroughly understanding the ramifications.

· The current DOD acquisition process may struggle to keep pace with attaining the technologies and systems that will enable C2 capabilities in the 2015 time frame thereby creating a gap between C2 requirements and C2 capabilities.

· The evolution of military culture in individuals and organizations may not occur quickly enough to allow the military to fully leverage advancements in future information technologies.

· The evolution of technology will increase the volume of information and has the potential to inundate the warfighter with unneeded information resulting in an increase in decision time.

2.0 Description of the Operating Environment

2.1 Introduction

A broad spectrum of new operational challenges and emerging information technologies mandate that the DOD transform America’s military forces. New operational challenges include the changing nature of threats, the evolving role of the U.S. military, and the different types of political and military situations in which the U.S. military must operate. Taken together, these three elements necessitate significant changes in joint, interagency, and multinational operations.

As indicated by the 2001 Quadrennial Defense Review (QDR)
 goals and the Transformation Planning Guidance,
 Joint C2, enabled by a collaborative environment, has a central role in the conduct of future warfare and joint crisis resolution. This new functional concept reflects the challenges of the changing operating environment and provides the foundation required for developing needed Joint C2 capabilities.

2.2 The Changing Operating Environment

The attack on the U.S. homeland on September 11, 2001 and the subsequent acts of terror point to the dangerous and uncertain strategic environment faced by the United States. Increasing political, economic, ethnic, and religious divisions, the increased capabilities of hostile state and non-state actors, population growth and a scarcity of natural resources, and the proliferation of dangerous technologies and weaponry dramatically increase the range of threats to the U.S. homeland and the nation’s global interests. These conditions will both challenge and shape the future joint force as it transforms.

These conditions also suggest that U.S. forces must adjust how they conduct future joint operations and resolve crises. Changes to Joint C2 must take into account such adjustments in operational methods. 

The Chairman of the Joint Chiefs of Staff recently articulated the contrast in the character and conduct of joint warfare and crisis resolution in the 21st century with that of the 20th century, as shown in Table 2-1. The changes in the characteristics and conduct of joint warfare and crisis resolution will have implications for the U.S. military and more directly for Joint C2. By understanding the details of these changes and evolving shifts, the required future C2 capabilities can be identified and developed.

Table 2-1: Characteristics and Conduct of Joint Warfare and Crisis Resolution: 
20th v. 21st Century

	Characteristics of Joint Warfare and Crisis Resolution 
	Conduct of Joint Warfare and Crisis Resolution

	20th Century
	21st Century
	20th Century
	21st Century

	Service-Based Maneuver Warfare
	Joint Expeditionary Warfare
	De-Conflicted Operations
	Fully Integrated Joint Operations

	
	
	Regional Battlespace Perspective
	Global Battlespace Perspective

	Interagency Coordination
	Integrated Agency Actions
	Interagency Coordination
	Interagency Synchronization

	Synchronized & Integrated Military Forces
	Self-Synchronized & Integrated Military Forces
	Service-Based Interoperability
	Joint-Based Interoperability

	
	
	Complementary Multinational Operations
	Integrated Multinational Operation

	Information-Based Operations
	Situation Knowledge-Based Operations
	Continuous Information & Data Generation
	Continuous Knowledge Generation Management

	Firepower Provides the Effects of Masses
	Knowledge, Maneuver and Precision Engagement Provide the Effect of Massed Forces
	Target Effects-Aware
	Effects-Based Targeting

	
	
	Platform-Centric Operations
	Network-Centric Operations

	Intermittent Pressure
	Continuous Pressure
	Precise Force Application
	Adaptive Force Application

	
	
	Engagements-Centric
	Effects-Centric

	
	
	Sequential and Segmented Operations
	Simultaneous, Distributed, & Parallel Operations

	Primarily Linear
	Primarily Non-Linear
	Contiguous Operations
	Non-Contiguous Operations

	
	
	Supply-Based Logistics
	Network-Centric & Distribution-Based Logistics

	
	
	Combat Focus Threat-Based
	Combat Focus on Capabilities-Based System of Systems

	U.S. Homeland Perceived Secure
	U.S. Homeland Threatened
	Strategic Deterrence as Homeland Defense
	Proactive/Preemptive Homeland Security


Operations in the 21st century require a different way of employing joint forces. In contrast to the approach of deconflicting the operations of service components, the 21st century joint force commander must integrate the separate capabilities of the service components so that they are able to conduct cohesive operations.
 Twenty-first century operations will require a greater volume of high quality information to achieve precise effects across the joint force. Massed firepower will be replaced by knowledge-based precision strike. Warfare will shift from a primarily linear, attrition-based enterprise to one that focuses on the nonlinear effects-based approach that comes with the application of more situational-based knowledge of the adversary. Forces will be better integrated with all facets of national power brought to bear in a synchronized fashion to achieve mission success.

2.3 Implications for C2

The implications for Joint C2 in the context of the new operational challenges (see first column of Figure 2-1) and the changing character and conduct of warfare and conflict resolution (see second column of Figure 2-1) require a fundamental shift in the way that the U.S. military undertakes command and control. The operating environment will place increased stress on Joint C2 as commanders are faced with unfamiliar scenarios in complex, uncertain, and rapidly changing situations. At the same time, Joint C2 must support the increased demand for high quality information for 21st century warfare and conflict resolution that includes more interagency, coalition, multinational and NGO involvement. The implication is that Joint C2 must become more agile in order to continue operating with sufficient speed and quality of decision to operate within an adversary’s decisionmaking cycle. Increasing the agility of Joint C2 will enable commanders to better deal with the uncertainty, complexity and dynamism of the operating environment. Commander’s need access to the information held by their colleagues in other echelons or to inform those in command of other functions. They need to collaborate on their decisions to maintain unity of effort in a rapidly changing environment. They need to be able to employ a variety of coordination and synchronization mechanisms in order to rapidly maximize the effectiveness of the forces at their command. Joint C2 enables commanders to decentralize command and control, encourage initiative in the lower echelons and quickly respond to changes in the operational environment. The third column in Figure 2-1 lists the implications for C2.
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Figure 2-1: Operational Challenges and C2 Implications

2.4 The Need to Move from Industrial Age to Information Age C2

2.4.1 Industrial Age C2

Most existing C2 philosophy, doctrine, and practice were developed and perfected during the Industrial Age.
 Industrial Age C2 emphasizes highly centralized planning and uses a linear and sequential process in planning and executing military operations. The principles underlying Industrial Age C2 remain important elements in today’s U.S. military and are listed below:

· Decomposition. Military organizations define their roles as precisely as possible and divide their overall activities into coherent subsets. Examples: separating combat forces into land, sea, and air components, and dividing staff functions into personnel, intelligence, operations, and logistics.

· Specialization. The creation of specialized organizations to execute specialized missions during military operations.

· Hierarchical Organizations. Specialization results in organizational hierarchy since individuals and highly specialized organizations must focus and control their efforts in order to act in concert and achieve military goals. This necessitates that large military organizations possess numerous command layers to lessen the span of control.

· Optimization. Elements of a military force optimize their structure for specific missions under well-known and understood circumstances.

· Deconfliction. Elements of a military force act independently and, therefore control measures must be applied to deconflict their activities on the battlefield, as examples, unit boundaries, no fire zones, phase lines, and rules of engagement.

· Centralized Planning. The Industrial Age resulted in large, complex organizations and commanders relied on centralized planning to create the conditions necessary for success.

· Decentralized Execution. Understanding the limits of centralized planning and realizing that the commander on the scene often had better information than those farther removed, commanders relied on decentralized execution in pursuit of the commander’s intent to take advantage of initiative.

These underlying principles of Industrial Age C2 resulted in military organizations whose:

· Hierarchy with numerous layers of command affected the commander’s ability to react to changing operational situations;

· Information flow process depended upon the organizational hierarchy, which led to stove-piped systems and approaches to information management; and

· Minimal sharing of information with other organizations prevented them from taking full advantage of all the available information.

The result is a Joint C2 system that lacks agility and is largely inadequate to deal with the challenges of the future operating environment. Sharing information, situational awareness, and understanding of the operating environment is slow and difficult. It employs command by direction or command by plan methodologies that lack sufficient responsiveness to deal with the complexities and uncertainties of the future operating environment.

2.4.2 Transition from Industrial Age to Information Age

The current Joint C2 system is a mix of Industrial Age and Information Age C2. Today’s C2 is substantially more responsive and effective than the Industrial Age C2 model, but still falls short of addressing the C2 capability implications of the 21st century.

The challenge is to apply the leadership, resources, and imagination necessary to establish new policies and capabilities to foster a culture that will transform Joint C2. To meet this challenge, the U.S. military needs a fundamentally different Joint C2 concept.

3.0 How Joint C2 Will Be Performed in 2015

3.1 Synopsis

Joint C2 needs to be agile in 2015. This goal can be achieved by connecting the individual commanders across the echelons and functions of a military organization through a networked infrastructure.
 Connecting the individual commanders improves the speed and quality of their decision processes and the speed and quality of decisions throughout the military organization as a whole. The improvement in speed and quality is the result of the individual commander’s ability to collaborate during the decisionmaking process. Collaboration improves the decisionmaking process by reducing uncertainty and increasing understanding of the operational environment because commanders are able to fill gaps in their operational picture through access to a common pool of information. Commanders can then tailor their C2 assets to best ensure mission success and still maintain unity of command and unity of effort. The result is that commanders and staffs will have an enhanced ability to make faster and more effective decisions and an improved ability to see to their execution. Joint C2 in 2015 will also:

· Allow people in large organizations to interact with the directness, informality, and flexibility typical of small, cohesive teams or organizations;

· Allow commanders and staffs to tailor the C2 system as required by quickly assembling cohesive teams and by adopting C2 procedures suited to each situation rather than relying on “one size fits all” procedures; and

· Allow the force to exploit the benefits of decentralization—initiative, adaptability, and tempo—without sacrificing coordination and unity of effort.

The functional concept envisions a dynamic, decentralized, distributed, and highly adaptive form of Joint C2.

3.2 The Command and Control Process

In general terms, command and control is the ability to recognize what needs to be done in a situation and to ensure that effective actions are taken.
 Commanders make decisions after reducing their uncertainty about the operational environment and increasing their understanding of the complexities of the relationships between the adversary, friendly, and neutral forces, and the operating environment.
 Commanders must apply leadership throughout the C2 process. A critical factor is the time available in which to make the decision and initiate action. The Joint C2 Functional Concept reflects how C2 is fundamentally a human activity and that technology and organization exist to support the human dimension of decisionmaking.

3.2.1 The Basic C2 Process and Its Component Functions

The basic C2 process is the systematic execution of the functions that an individual commander is required to perform in order to recognize what needs to be done and to ensure that appropriate actions are taken. Each commander, regardless of echelon or function, performs the same basic C2 process
 (see Figure 3-1).
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Figure 3-1: The Basic C2 Functions and Process

The basic C2 functions are listed below.

· Monitor and collect data on the situation.

· Develop an understanding of the situation.

· Develop a course(s) of action and select one.

· Develop a plan to execute the selected course of action.

· Execute the plan, to include providing direction and leadership to subordinates.

· Monitor execution of the plan and adapt as necessary.

A commander develops an initial picture or impression of the operational environment by observing the situation and orchestrating the collection of different types of information from different sources.
 Once the information is collected, commanders then develop an initial understanding by putting it into a context, thus creating situational awareness. The context is created by deducing patterns of interaction among the various factors in the operational environment. These patterns are the result of a combination of the commander’s previous experience and own intuition. They assist the commander to arrange disparate facts into a logical and understandable construction that helps the commander to both deduce a course of action and communicate complex information to others quickly and easily.
 

Once the commander gains an understanding, the commander decides on a course of action. Deciding on a course of action in structured or analytic decisionmaking consists of developing several alternatives, assessing the alternatives and then selecting the best one. 
 In the case of well-understood or rapidly unfolding situations, the decision is made quickly, with little consideration of developing or assessing alternative courses, in a more intuitive decisionmaking style. Once the decision is made, the commander puts the decision into action or instructs others to act in support of the chosen course of action and exercises leadership to motivate others in executing the decision. Monitoring the execution of the plan allows the commander to observe the results of the decisions and to adapt as the process starts again.

Each decision and the actions they direct help to shape the operating environment. They help to establish the boundaries within which subsequent decisions and actions will take place. The decisions of more senior commanders influence and frame the decisions made by subordinate commanders. The decisions of subordinate commanders, as they implement the decisions from their superiors and react to the adversary, constantly change the operational environment. Multiple basic C2 process loops are turning at the same time at different speeds, all having a greater or lesser impact on the others. This requires that the C2 system possess an effective means to coordinate the decisions to ensure mission success. The decision process also needs to be executed with sufficient tempo and quality to give the commander the advantage to operate within the adversary’s decision cycle. With each cycle, the slower adversary falls farther behind and becomes increasingly unable to cope with the deteriorating situation. The need to achieve precise effects within the complex and uncertain operating environment of the future makes the coordination of decisions and actions even more critical.

3.2.2 Collaboration

Collaboration is joint problem solving for the purpose of achieving shared understanding, making a decision or creating a product.
 It allows experts to integrate their perspectives to better interpret situations and problems, identify candidate actions, formulate evaluation criteria, and decide what to do. In the context of Joint C2, collaboration is used to coordinate the development of decisions and actions across multiple basic C2 process loops. Commanders need to be able to share their observations, understanding, decisions and actions regarding a situation with other commanders. Collaborating allows commanders to get better situational awareness, a deeper understanding of the operational environment, to better comprehend how their decisions will effect the operational environment and to coordinate their limited resources with others to achieve maximum effect in the pursuit of mission success. Collaboration is enabled through a collaborative information environment (see Chapter 5: Enabling Joint C2).

3.2.3 Collaborative C2 Functions

The collaborative C2 functions tie together the basic C2 process loops across echelons and functions through collaboration. The collaborative C2 functions give the C2 system its agility and give the commander flexibility in choosing a command methodology.
 They support the basic C2 functions by providing the commander with access to the observations, understandings, decisions, and actions of other friendly force commanders. They help a large dispersed group that is governed by explicit rules and procedures to behave more like a small close group whose relationships are implicit and informal. The collaborative C2 functions allow teams, such as communities of interest, to be formed quickly from across the echelons and functions to work on specific issues. They support the decentralization of command and control, which increases the initiative, adaptability and tempo of operations without losing synchronization with other friendly forces. The collaborative C2 functions enable the commander to maintain unity of effort and unity of command. They include:

· Networking: Networking is the connecting together all of the decisionmakers across echelons and functions. Networking is enabled by a communications and data infrastructure employing a robust set of standards that facilitate the exchange of information. It also facilitates the interaction across echelons and functions.

· Interacting: Interacting is the social part of networking and is the heart of collaboration. Interacting is facilitated by the development of cohesive teams using collaborative information tools to exchange information across a network that spans echelons and functions. Interacting supports the development of trust and the art of command.

· Sharing information: Sharing information makes information available and accessible to commanders. It assures that all commanders are operating from the same baseline of information.
 Sharing information improves the quality of awareness and understanding.

· Sharing awareness: Sharing awareness is sharing an initial understanding of the operational environment such as the location and status of friendly forces and their relative position to adversary forces. Sharing awareness improves commanders’ understanding because each of them is working from the same basic information about the operational environment.

· Sharing understanding (including sharing commander’s intent): Sharing understanding is a deeper understanding of the operational environment framed by the experience and intuition of commanders across echelons and functions. Sharing understanding allows subordinate decisionmakers to understand how higher echelons are viewing the overall situation and that allows the subordinates to make better decisions and to better coordinate their actions with others. Sharing understanding and the commander’s intent allows subordinate commanders to undertake initiative that is in line with the higher echelons view of the situation. Sharing understanding allows C2 to be more decentralized and more responsive to small but important changes in the operational environment. It improves the overall speed and quality of decisions.

· Deciding: Decisions made in a collaborative environment are those made by multiple decisionmakers working together. This is not decision by committee; it does not require a consensus. It gives each commander an understanding of the decisions being made by others in pursuit of the mission goals. By making decisions based on the explicit decisions of others, commanders can make more effective use of their forces because there is less likelihood of their working at cross purposes.

· Synchronizing: Synchronizing arranges military actions in time, space, and purpose to produce maximum relative combat power at a decisive place and time.
 It brings the actions of the military organization as a whole into line with the commander’s intent in order to accomplish the mission objectives. Synchronizing allows the commander to make maximum use of the limited resources available by coordinating their timing and actions. It helps commanders build and maintain unity of effort across operations that have a diverse set of actors with a range of capabilities. For example, in disaster relief, if the U.S. commander on the ground is able to synchronize his activities with those of the multinational NGOs already on the ground, he is able to more rapidly identify and deploy resources such as helicopters or heavy construction equipment to areas where they will have the most effect.

Each of the collaborative C2 functions builds on the volume and quality of interaction among commanders moving through their basic C2 process loop. Commanders who interact frequently and meaningfully throughout the basic C2 process loops are able to make consistently better decisions than those who interact less frequently. The collaborative C2 process chain in Figure 3-2 shows the value added relationship among the collaborative C2 functions.
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Figure 3-2: Collaborative C2 Functions

3.2.4 Linking the Basic and Collaborative C2 Processes

The collaborative C2 process improves the execution of the basic C2 process, both in terms of quality and speed, by providing the individual commander with access to the information and understandings of other commanders involved with the same mission. By sharing information, situational awareness and understanding, individual commanders are able to improve their ability to monitor and collect data on their environment because they have access to the collection capabilities of other units. The individual commander is able to develop a more thorough understanding of the situation by being able to tap into the experience and perspectives of other individual commanders. Courses of action, the selection of a course of action and the development of plans to execute the course of action can be developed and executed with the collective knowledge of the decisions and plans of others. This allows commanders to choose among command by direction, plan or influence. The execution of the plan can be monitored by all commanders with an understanding of the assumptions and information available when the course of action was developed and selected. This allows them to better adapt their future decisions to the dynamics of the operating environment. Figure 3-3 depicts the relationship between the basic and collaborative C2 processes. Networking, sharing information and interacting are in the center of the diagram because they are the respective technical, organizational and cognitive (social) functions which provide the interconnection among sharing awareness, sharing understanding, deciding, and synchronizing.
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Figure 3-3 - Linking the Basic and Collaborative C2 Processes

3.2.5 Joint C2 in 2015

Commanders, staffs, and other decisionmakers or experts throughout the joint force and beyond are linked together by a network. The network provides assured communications and connectivity in which any member of the organization located anywhere in the world and at any time is able to communicate directly, as needed, with any other member, regardless of location, echelon or organization. This network structure thus facilitates the collaborative C2 functions. The network also provides maximum flexibility in organization, allowing the commander to assemble groups of any composition required—commanders, staff and others—to work together on a single task or mission. The network commanders will use in the course of an operation will be not a singular entity. It will be a composite of all the networks and collaborative tools used by the participants in a mission. This dynamics of the network of networks
 will have a direct impact on the quality of the collaboration that will take place among commanders.

Commanders will employ a suite of collaborative tools that allow them, even when globally dispersed, to work together in a virtual problem space to understand a common problem and devise a solution to it. The tools will allow them to create, modify and share displays, representations, documents, or any other information. Planning will evolve as the collective product of the efforts of the various members of the team, updated and viewable throughout the system in real time, with each member contributing based on knowledge and expertise. These tools will allow the commander to establish command and control procedures “on the fly” that are suited to each situation more often rather than relying on standing procedures. Standing procedures for critical and/or routine activities must also be supported by the collaborative tool suite.

Any member of the network will have access to any piece of information collected or generated within the system—within policy or security restrictions.
 From this common information base, commanders and staffs will be able create unique operational pictures of the situation as it pertains to them. Commanders will maintain and share unique views of the situation, but will still have the ability to collaborate in the problem space to build a common solution. All of these views will be accessible to others, providing enhanced shared understanding, not only of the operating environment, but also of other team members’ views of the environment and what needs be done. The ultimate goal is to have a shared holistic view of the operating environment that is customized to the unique demands of each commander.

Potential courses of action will be created and assessed collectively. The commander has the opportunity to assess them quickly and within the context of the other decision processes that are going on at the same time. The decision to select a particular course of action still remains with the individual commander. Selecting a course of action, however, is more informed because the commander can consult other commanders. The commander can shift the underlying command methodology among command by direction, plan or influence because he has a better understanding of the operating environment and the decision processes of other commanders.

The execution of a course of action, either directly or by a subordinate, is performed in the context of the actions of all the other players involved in the mission. By synchronizing those actions with the actions of others, commanders will bring force to bear more effectively at critical times and places. Actions can be better tailored to fit the overall mission objectives with the forces available. As commanders acquire a better understanding of the higher-level commander’s intent, they can operate with greater initiative and less direct control. Figure 3-4 depicts the execution of Joint C2 in 2015.

As a component to the larger spectrum of Joint C2 collaborative approaches, decisionmakers need not even be aware that they are cooperating with one another. The result is implicit collaboration, in which decisionmakers contribute jointly to a solution without any need for direct or centralized coordination. The communication in implicit collaboration will be the result of decisionmakers allowing others to access their information, decisions, and plans for action. Providing complete access allows commanders to modify their own information, decisions or plans to be synchronized with others without a lengthy formal coordination process.
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Figure 3-4: Joint C2 in 2015

3.3 Summary

Command and control is the ability to recognize what needs to be done in a situation and to ensure that effective actions are taken. At its core, command and control is about decisionmaking and the individuals who make decisions.  In 2015 Joint C2 will be a joint decisionmaking process that is dynamic, decentralized, distributed, deployable, and highly adaptive.  Enabled by a collaborative information environment, skilled joint planners and standardized SOPs, Joint C2 will provide the Joint Force Commander an ability to have a networked, dispersed, joint force that can work together in a virtual problem space, accessing any piece of information, any place and at any time, in response to any operation across the ROMO.

This approach to command and control reaps the benefits of decentralization—initiative, adaptability, and tempo—without sacrificing the coordination and unity of effort typically associated with centralization. With better mutual understanding and appreciation for the larger situation, subordinate commanders will be able to act with initiative, confident in their understanding of the higher commander’s, and others’, designs. This would increase tempo and adaptability. Commanders and staffs will be able to employ a spectrum of C2 approaches, including self-synchronization rather than using a standardized approach focused on centralized planning and coordination, which generally must occur at the expense of flexibility and tempo.

This type of command and control environment supports implicit understanding and communication across the full extent of the organization. Previously this high level of intuitiveness was generally possible only in small, cohesive groups, and certainly never between staffs or within joint formations. This concept offers the possibility of achieving small-unit dynamics across the full breadth and depth of the joint force.

4.0 Capabilities, Attributes and Metrics

Joint C2 requires that a number of capabilities be developed to a certain level of performance in order to be agile. Agile organizations will possess a number of important attributes critical to meeting the challenges of the future operating environment. These attributes provide a means to measure overall improvement in the execution of the basic and collaborative C2 processes with appropriate measures and metrics defined for each one.

4.1 Capabilities

A capability is the ability to execute a specified course of action.
 The capabilities required for Joint C2 fall into two groups: basic C2 capabilities and collaborative C2 capabilities. The basic C2 capabilities provide the ability to execute the basic C2 functions and the overall basic C2 process. The collaborative C2 capabilities provide the ability to execute the collaborative C2 functions and the overall collaborative C2 process. The Joint C2 capabilities for 2015 are listed below. At full operating capability, these capabilities will allow Joint C2 in 2015 to be agile.

Basic C2 Capabilities:

· The ability to monitor and collect data

· The ability to develop situational understanding

· The ability to develop courses of action and select one

· The ability to develop a plan

· The ability to execute the plan including providing direction and leadership to subordinates

· The ability to monitor the execution of the plan and adapt as necessary

· The ability to execute the basic C2 process

Collaborative C2 Capabilities:

· The ability to network

· The ability to share information

· The ability to interact

· The ability to develop shared awareness

· The ability to develop shared understanding

· The ability to decide in a collaborative environment

· The ability to synchronize

· The ability to execute the collaborative C2 process

4.2 Agility: The Overarching Attribute

For Joint C2 in 2015, the C2 system not only needs to perform well,
 but it also need to be agile. Agility is not merely an attribute of the C2 system; it permeates all aspects of the force. In short, agility is the ability to move quickly and easily. An agile C2 system has a synergistic combination of six characteristics.
 In the context of Joint C2, the characteristics are defined below. These characteristics help shape the measures and metrics of the attributes identified in the following section. 

· Military organizations become more responsive when not bound to the “one size fits all” processes inherent in the Industrial Age C2 model.

· Improving the collaborative C2 functions allows an organization to become more resilient because of the fewer critical failure points in its underlying processes. When critical failures points are removed, more than one path through the organization becomes available and the C2 capability becomes more survivable.

· The organization becomes more robust when it is not specifically tied to the bounds of a particular set of circumstances or operating environment.

· Flexible planning processes help commanders at each level to more quickly select a course of action because they will not be irreversibly locked into it.

· The ability to respond effectively and more timely to changes in the operating environment, primarily the enemy, by manipulating work processes and internal organizational structures to better fit the situation, making the organization as a whole more adaptive.

· The opportunity to exchange information freely and gain an understanding of the intent of the overall commander, combined with a greater opportunity to initiate action, create organizations that develop innovative solutions to new situations.

4.3 Attributes of Joint C2

An attribute is a testable or measurable characteristic that describes an aspect of a system or capability.
 This section builds on the “Joint Force C2 Concept to Guide Standing Joint Force Headquarters Development by 2005.” Based on a review of the future operating environment and input from the combatant commanders, critical attributes necessary for the future Joint C2 concept were identified. These included the need for an overall Joint C2 capability with a high degree of agility and a number of additional attributes that reflect the successful performance of Information Age collaborative functions necessary to achieve such agility. These attributes and their associated metrics are defined and discussed here. Table 4-1 defines the nine attributes of Joint C2 and groups them according to their most strongly associated domain: cognitive, organizational and technical domains.

Table 4-1: Joint C2 Attributes and Definitions
	Domain
	Attribute
	Definition

	Cognitive
	Superior Decisionmaking
	Leadership and supporting capability to generate alternative actions, identify selection criteria, and assess alternatives to decisively control operational situations. Includes the use of automation in exchange, fusion and understanding of information relevant to rapid collaborated, knowledge-based decisionmaking.

	
	Shared Understanding 
	Common appreciation of the situation supported by common information to enable rapid collaborative joint engagement, maneuver and support.

	
	Flexible Synchronization 
	Discretion to execute a range of control mechanisms, including self-synchronization, to achieve the commander’s intent.

	Organizational
	Simultaneous C2 Processes 
	Capability for parallel C2 processes for monitoring and understanding the operating environment and synchronizing actions of assigned forces.

	
	Dispersed Command and Control
	Discretion to disperse Joint C2 elements anywhere without loss of effectiveness to meet mission requirements.

	
	Responsive & Tailorable Organizations 
	Proficient, cohesive, task-organized, and networked teams using common procedures, and relevant information capable of responding to rapidly to plan, prepare and execute a broad range of military operations.

	
	Full Spectrum Integration
	Effectively incorporates service, interagency and multinational partners into a unified force across echelon, mission and geographic boundaries. The goal of this integration is to harmonize all elements of national power. 

	Technical
	Shared Quality Information


	 High quality information (information that is relevant, accurate, current, complete, etc.) shared among C2 elements via a robust network that enables shared understanding.

	
	Robust Networking
	Interconnections among force elements that are dependable and survivable in the face of degradation and/or attack.


Cognitive domain capabilities focus on the sharing of information and understanding and the collaborative activities which support the continual coordination of multiple decisions in a rapidly evolving battlespace. They also include tools, techniques, and procedures to allow commanders to more easily interpret and understanding complex information about the operational environment and communicating that understanding across echelons and functions.

Organizational domain capabilities focus on the dynamic restructuring of organizations and processes across the globe to meet the needs of adapting to changes in the operational environment. This includes the development of fluid communities of interest (COIs) and virtual teams that address specific tasks arising in the course of the operation. They can be drawn from joint, interagency, coalition, or multinational entities across the globe.

Technical domain capabilities focus on exploiting information technology including the development of a collaborative information environment and data management framework that support decisionmaking in a dynamic operational environment. By adopting a set of collaborative information environment standards, it is possible to connect all of the basic C2 process loops in their respective organizations.

The relationship between the attributes and the basic and collaborative C2 capabilities identified earlier in this chapter are depicted in Tables 4-2 and 4-3. Appendix D provides a more detailed discussion of the relationship between attributes and the C2 capabilities identified throughout the family of Joint Concepts.

Table 4-2: Linking Basic C2 Capabilities to the Attributes of Joint C2

	Capabilities
	Attributes

	
	Superior Decision Making
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Processes
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to monitor and collect data
	●
	●
	●
	●
	●
	
	●
	●
	

	The ability to develop an understanding of the situation
	●
	●
	●
	●
	●
	
	●
	●
	

	The ability to develop courses of action and select one
	●
	●
	●
	
	
	●
	●
	●
	

	The ability to develop a plan
	●
	●
	●
	
	●
	
	●
	
	

	The ability to execute the plan including providing direction and leadership to subordinates
	●
	
	●
	●
	
	
	●
	
	

	The ability to monitor the execution of the plan and adapt as necessary
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to execute the C2 process
	●
	●
	●
	●
	●
	●
	●
	●
	●


Table 4-3: Linking Collaborative C2 Capabilities to the Attributes of Joint C2 

	Capabilities
	Attributes

	
	Superior Decision Making
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Processes
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to network
	●
	●
	●
	●
	●
	●
	●
	●
	●

	The ability to share information
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to interact
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to develop shared awareness
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to develop shared understanding
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to decide in a collaborative environment
	●
	
	●
	●
	●
	●
	●
	
	

	The ability to synchronize
	●
	
	●
	●
	
	●
	●
	
	

	The ability to execute the collaborative C2 process
	●
	●
	●
	●
	●
	●
	●
	●
	●


4.4 Metrics

In order to measure the effectiveness of Joint C2, it is necessary to develop a set of metrics that provide an ability to assess the different attributes of the C2 system and their impact on mission effectiveness. The first step in developing metrics is to identify the important qualities of each attribute. These qualities are called measures. Metrics, which are a standard of measurement, are then used in combination with the measures to evaluate the attributes. Table 4-4 depicts a sample of the measures and metrics for Joint C2.

The primary source of metrics for this Joint C2 Functional Concept is the set of metrics being developed as part of a collaborative undertaking between the Office of the ASD (NII) and the Office of Force Transformation. Together they are leading an effort to develop the Network Centric Operations Conceptual Framework (NCO CF). Appendix C has a more detailed discussion on metrics.

Table 4-4: Joint C2 Attributes with Sample Measures and Metrics

	Attributes
	Sample Measures
	Sample Metrics

	Superior Decisionmaking
	Appropriateness of the Decision
	Extent to which a decision is consistent with higher commander’s intent

	
	Timeliness of the Decision
	Extent to which currency of a decision is appropriate to the mission

	Shared Understanding
	Extent
	Proportion of C2 elements that share given understanding

	
	Consistency of Shared Understanding
	Proportion of key elements of shared understanding which are held in common

	Flexible Synchronization
	Adaptability
	Time, effort and resources required to make a change

	
	Flexibility
	Number and type of control mechanisms available

	Simultaneous C2 Processes
	Currency
	Time required to propagate change of a mission to appropriate C2 elements

	
	Synchronization
	Percentage of sub-elements simultaneously involved in the planning process

	Dispersed Command and Control
	Congruence with Commander’s Intent
	Percentage of subordinates who can accurately articulate commander’s intent

	Responsive and Tailorable Organization
	Responsiveness
	Time required to change organizational structure

	
	Appropriateness
	Extent of match between organizational structure and task/mission 

	Full Spectrum Integration
	Accessibility of Information
	Number of times critical information is denied

	
	Extent of Lexicon
	Frequency of misunderstandings

	Shared Quality Information
	Relevant
	Percentage of information pertaining to task at hand

	
	Completeness
	Percentage of critical information shared

	Robust Networking
	Maintainability
	Time and resources necessary for routine use

	
	Reach
	Distance over which elements are connected


5.0 Enabling Joint C2 in a Collaborative Environment

5.1 Enabling Joint C2 in 2015

The joint force in 2015 will operate in a collaborative environment that provides the overarching framework and processes for information management and knowledge generation. It encompasses the sharing of data and information to enable the creation of actionable knowledge. The enablers make it possible to develop the capabilities and attributes required to execute the basic and collaborative C2 functions. They consist of a number of tools, techniques and procedures that support specific facets of the overall C2 process. The enablers also link the goals of the functional concept to the DOD research community by establishing a set of program areas into which resources can be directed.

5.1.1 Support to Exercising the Commander’s Leadership Responsibilities.

Joint C2 will need to provide a mechanism for commanders, regardless of location, level, or function, to rapidly exercise leadership responsibilities physically or virtually. While much leadership may be carried out organizationally, procedurally, or physically, tools will be needed that support exercising leadership throughout a dispersed organization at a heightened tempo of operations. Leaders will also require tools and procedures to perform data, information, and knowledge management and to understand the risk and benefits of any particular architecture they engage in the course of an operation. The Joint C2 enablers are defined in Table 5-1.

Table 5-1: Description of Enablers

	Enabler
	Description

	Leadership Development
	Leadership development adapted to the dynamics of a collaborative decision environment.

	Digitally Assisted Decision Aids/Tools
	Cognitive decision aids and real-time support planning tools are available.

	User Framed Information Flows
	Intelligent user modified agents available to filter and frame user information requirements within the mission network.

	Cohesive Teams 
	Dispersed teams including interagency and multinational participants who train and exercise together regularly.

	Decentralized Support 
	Geographically dispersed support, services and command.

	Multilateral Integration
	Operational environments which require cooperation, coordination or synchronization with interagency, coalition, multinational, and NGO partners.

	Networked Computing Environment
	Connection of equipment and physical systems across organizations and echelons.

	Collaborative Information Environment (CIE)
	A specified information environment that enables collaborative processes at will between a select group of individuals or organizations.

	Adaptive Security 
	Multiple levels of security within one or more networks or sub-networks.


5.1.2 Mapping of Enablers to Domains and Attributes

The enablers span the three domains: cognitive, organization, and technical. Enablers support the capabilities and attributes. The primary relationship among the domains, attributes and Joint C2 enablers are defined in Table 5-2.

Table 5-2: Attributes, Domains and Enablers

	Attributes
	Enablers

	
	Leadership Development
	Digitally Assisted Decision Aids
	User Framed

Info Flows
	Cohesive Teams
	Decentralized

Support
	Multilateral Integration
	Networked Computing Environment
	Collaborative Information Environment
	Adaptive Security

	Cognitive
	
	
	
	
	
	
	
	
	

	Superior Decisionmaking
	●
	●
	
	●
	
	
	
	●
	

	Shared

Understanding
	
	
	●
	●
	
	●
	●
	●
	●

	Flexible

Synchronization
	●
	
	●
	●
	●
	●
	●
	●
	

	Organizational
	
	
	
	
	
	
	
	
	

	Simultaneous

C2 Processes
	
	
	
	●
	
	●
	●
	
	

	Dispersed Command and Control
	●
	
	
	●
	
	●
	●
	
	●

	Responsive and

Tailorable

Organizations
	●
	
	
	●
	
	●
	●
	
	●


	Full Spectrum

Integration
	●
	
	
	
	
	●
	●
	
	●

	Technical
	
	
	
	
	
	
	
	
	

	Shared Quality

Information
	
	
	
	
	●
	●
	●
	●
	●

	Robust Networking
	
	
	
	
	●
	●
	●
	●
	●


Enablers

The following sections provide more detailed descriptions of the C2 enablers.

5.1.3 Leadership Development 

One of the keys to the enabling of Joint C2 will be the development of leaders who can perform effectively across the ROMO in a complex, uncertain, and dynamic operational environment. Leadership development will need to focus on developing the enduring competencies of self-awareness and adaptability
 in order to enable future leaders to function effectively in a collaborative decision environment rapidly. Leadership development programs will need to address data, information, and knowledge management issues to understand the risks, including information overload, and benefits of any particular architecture they engage in the course of an operation. Leadership development must coevolve with all the other Joint C2 enablers so that leadership development keeps pace with the impact of the other enablers.

5.1.4 Digitally Assisted Decision Aids/Tools

These tools help the commander to assemble the information in ways that improve his visualization and help create a rich understanding and assessment of potential alternatives that enable superior decisionmaking. They provide advanced planning and cognitive capabilities to aid in the development of courses of action, modeling and simulation capabilities to evaluate the COA and predict results, and supporting analytical information to aid in dealing with uncertainty.

5.1.5 User Framed Information Flows

Intelligent user-modified agents will filter and frame user information requirements within the network allowing commanders and staffs to access the information that they need quickly and efficiently. The user tailored information flow provides feedback to those teams publishing information so that they can continually adjust their collection and fusion processes in such a way as to provide the most meaningful products (information pull as well as push).

5.1.6 Cohesive Teams

Cohesive teams facilitate planning. Their knowledge of one another strengthens implicit communications, allows processes to be streamlined, and generally speeds decisionmaking. Cohesiveness is particularly important when team members are physically separated. Joint C2 relies on in-place, cohesive teams since ad hoc teams are often not as responsive. A balance must be achieved between the responsive capability provided by an organization or agency in existence prior to a crisis and a staff created and tailored to the specific situation at hand. This balance is typically achieved when an in-place cadre focused on a situation or area exists prior to a crisis arising. Distributed cohesive teams collaborating on a range of issues help to decentralize the decisionmaking process through their shared understanding. The interaction of cohesive teams, either virtual teams or co-located teams enables the use of an assortment of control mechanisms, including self-synchronization.

Cohesive teams are built through joint training, the use of common tactics, techniques and procedures, habitual working relationships, and standing organizations (both virtual and physical). As opposed to the rigid organizations of the Industrial Age C2 model, cohesive teams can rapidly and effectively bring expertise to bear from a number of participating organizations without the need for a formal joint, interagency, or multinational coordination mechanism. They can create temporary mechanisms linking different areas of the mission network to deal with specific problems and remain in operation as long as required.

5.1.7 Decentralized Support

Decentralized support will assist the decisionmaking process by allowing access to teams of experts and analysts who are not co-located with the commander. The ability to reach back to a more secure area allows the forces to deploy with a smaller footprint. The ability to reach out to new non-DOD sources for relevant information, and COA modeling capabilities provides valuable planning information without requiring large staffs in the forward area.

5.1.8 Multilateral Integration

One of the key elements in the evolution of a mission network will be the integration of the U.S. military relationship with interagency, coalition, multinational, and NGO actors over the course of an operation. This integration will require cooperation, coordination and synchronization between the U.S. military components and their interagency, coalition, multinational, and NGO partners. As their interactions will be dictated by a combination of policy and capability, they may have both significant positive and negative impacts on the agility of the organizations and processes supporting C2 and the behavior of the mission network overall.

Joint C2 will need to provide a mechanism for organizations, regardless of location, level or function, to rapidly integrate physically or virtually. To do this, joint teams that regularly train together and have a foundation of common tactics, techniques, and procedures must be created. C2 processes will need to be developed that allow for multiple players, distributed globally to form communities of interest as necessary, and to manipulate information based on their individual and collective requirements.

5.1.9 Networked Computing Environment

The networked computing environment provides the physical and logical connectivity among all the participants in the network. It includes data management strategies to ensure that data collected in one part of the network is compatible with the systems in use by the others in the network.
 The networked computing environment allows the sharing of quality information across the network, which in turn allows for the creation of cohesive teams to deal with specific sets of issues. The networked computing environment may be susceptible to focused attacks. The Joint C2 Functional Concept identifies the need to develop both material and non-material solutions that will minimize and/or negate the consequences of an attack on the network.

5.1.10 Collaborative Information Environment (CIE)

The collaborative information environment is a specified information environment that enables collaborative processes at will between a select group of individuals or organizations. The CIE is a subset of the emerging global information environment.  By enabling full collaboration in near-real time across multiple networks, the CIE provides the necessary conditions for the creation of actionable knowledge throughout the force. While, as a concept, the CIE encompasses the entire joint C2 collaborative environment, many systems are not a part of the core CIE system, but are accessed via the core CIE. The collaborative information environment provides tools and protocols to enable the sharing of quality information among and across disparate organizations. A shared tailorable view of the battlespace provides the ability to share information in near-real time, facilitates the formation of cohesive teams of joint, interagency, and multinational partners and is an enabler of the collaborative decisionmaking process.

The CIE consists of five elements:

· Infrastructure: The hardware, software, communication links, and appropriate supporting equipment.

· People: Members conducting activities to gain understanding in the environment.

· Architecture: The virtual connectivity structure designed to deliver, process, and function.

· Rules: The customs, laws, procedures and policies that govern behavior in the collaborative environment

· Information: The data representing potential knowledge in the environment.

5.1.11 Adaptive Security

While not all participants in the network have the same requirements to see all or parts of the data that are part of the network’s information flow, participants or specific virtual teams will require differing levels of access depending upon the functions that they are required to perform, this is particularly important in coalition and multinational operations. Coalition and multinational actors will be integrated into U.S. military operations as required for coordination, collaboration and synchronization. An adaptive security environment allows all users to have multiple levels of access to secure or classified materials depending on the specific materials that they are accessing and their respective “need to know.” Adaptive Security is particularly important to ensure critical C2 information is shared with our coalition and multinational partners, while at the same time, providing the necessary security for all materials and information residing on the network. Levels of access can be modified as the mission evolves and the roles of participants or the taskings of the virtual team changes in order to facilitate changes in the operational environment and the needs of the organizations and processes supporting the commander’s C2 process. Ensuring that participants are able to access information helps to create a deeper shared awareness (Information Assurance and Risk Management).
Relationship to the DOD Research Community

The enablers of Joint C2 provide an important link between the functional concept and the ongoing research activities within the Department of Defense. Establishing a set of enablers for Joint C2 creates an interface between the concept development process and the research community and links the functional concept to the Joint Warfighting Science and Technology Plan. By linking to the research community, the functional concept can help to form the research agenda as it relates to the needs of Joint C2 in 2015.

6.0 Conclusion

The increasing complexity, uncertainty, and dynamism of the operational environment have significant implications for the conduct of warfare and crisis resolution in the 21st century. As the environment is becoming more challenging, the need for being more precise and discriminating in the application of force is further raising the bar for the effective performance of command and control. The implication for Joint C2 is that the old ways of doing business, rooted in the Industrial Age, are no longer sufficient and need to be replaced by an Information Age C2 paradigm. Command and control need to become more agile while maintaining enough quality and speed of decision to get inside an adversary’s decision cycle. It needs to give commanders the option to employ a wide range of command methodologies and control mechanisms so that they can readily address the new situations in which they find themselves. It needs to tie together the numerous decisionmaking processes taking place across the range of participants in the diverse coalitions of the future.

The conduct of future Joint C2 will be significantly different than it is today. There are some substantial benefits that will be realized as this future Joint C2 concept is implemented. The future C2 process will allow for:

· A noticeable improvement in speed and quality of decisions throughout military organizations;

· C2 decision cycle time will be faster than any adversary’s;

· Opportunities to make proactive decisions that allow U.S. forces to shape the battlespace;

· Decentralization that will in turn allow the C2 process to be more agile and able to deal with change, complexity, and uncertainty; and

· The empowerment of individuals without sacrificing unity of effort.

The future Joint C2 will be enabled by collaboration and a collaborative information environment. This will allow:

· People in large, distributed organizations to interact like small cohesive teams;

· Directness, informality, and flexibility;

· Commanders and staffs to tailor C2 as required for mission accomplishment; and

· Cohesive teams to be quickly assembled.

Achieving this transformation requires a set of new capabilities that capture key cognitive, organizational and technical elements in an integrated fashion. The attributes of Joint C2 in the Information Age need to capture the interactions among these differing capabilities. The capabilities will be brought to bear through the development of a number of enablers. While technical solutions will play a large part in the transformation of Joint C2, the leadership and creativity of the human decisionmaker will remain central.

Appendix A. Glossary

Adaptive Security Environment: Multiple security levels within one or more networks or sub-networks that allow users to have multiple levels of access to secure or classified materials depending on the specific materials that they are accessing. Levels of access can be modified as the mission evolves and the role of the participant or the tasking of the virtual team changes in order to facilitate changes in the operational environment and the needs of the organizations and processes supporting the commander’s C2 process.

Agility: The ability to move quickly and easily. Agility, as it applies to Joint C2, has six key elements: robustness, resilience, adaptability, responsiveness, flexibility, and innovation.

Assured Communications: Messages get through intact and as intended, despite the fact that military communications are complicated by a multitude of factors; weather, environmental stress on operators and equipment, high traffic loads, enemy jamming, and other forms of electromagnetic interference.

Battlespace: The environment, factors, and conditions that must be understood to successfully apply combat power, protect the force, or complete the mission. This includes the air, land, sea, space, and the included enemy and friendly forces; facilities; weather; terrain; electromagnetic spectrum; and the information environment within the operational areas and areas of interest (JP 1-02).

Centralized Planning: Planning whereby a higher echelon retains the ability to develop and coordinate plans. Enables commanders to arrange efforts in time and space to maximize the likelihood of success, employing each part of the force in the best possible way.

Cohesive Teams: Teams, including interagency and multinational participants, who train and exercise together regularly become cohesive through joint training, the use of common tactics, techniques and procedures, habitual working relationships, and standing organizations (both virtual and physical).

Collaborative Information Environment: The collaborative information environment is a specified information environment that enables collaborative processes at will between a select group of individuals or organizations. The CIE is a subset of the emerging global information environment. The CIE consists of five elements: Infrastructure (the hardware, software, communication links, and appropriate supporting equipment); People (members conducting activities to gain understanding in the environment); Architecture (the virtual connectivity structure designed to deliver, process, and function); Rules (the customs, laws, procedures and policies that govern behavior in the collaborative environment); and Information (the data representing potential knowledge in the environment).

Command and Control: The exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of the mission. C2 functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission.

Command by Direction: Prioritizes uncertainty by having the overall commander directing all or some of his forces directly. This was virtually the sole method until the middle of the 18th Century.

Command by Influence: Command by influence attempts to decentralize uncertainty. Only the outline and minimum goals of an effort are established in advance, effectively “influencing” all of the forces all of the time. Great reliance is placed on the initiative of subordinates based on local situational awareness, which translates to lowered decision thresholds.

Command by Plan: Centralizes uncertainty by having the overall commander operating from a scripted set of actions. The method is characterized by trading flexibility for focus in order to concentrate on identifying and neutralizing centers of gravity, or target sets, in a campaign context.

Conflict Resolution: Alleviates the conditions of consequences of the crisis, consistent with U.S. national interests. 

Data: Information without context. Raw data is a signal that has not been processed, correlated, integrated, evaluated, or interpreted in any way.

Decentralized Execution: A decision in which a commander provides his subordinates the opportunity to take the initiative during the execution of a mission, due to the fragility of plans in the face of the harsh and dynamic operating environment of combat, so long as the subordinate’s decision supports meeting the commander’s intent.

Decentralized Support: Support services and command that are geographically dispersed. Decentralized support will assist the decisionmaking process by allowing access to teams of experts and analysts who are not co-located with the commander. The ability to reach back to a more secure area allows the forces to deploy with a smaller footprint.

Decomposition: Division of overall activities into coherent subsets that could be mastered with existing knowledge, technologies, and personnel.

De-confliction: Preventing elements of the Joint Force from operating at cross-purposes.

Digitally Assisted Decision Aids/Tools: Cognitive decision aids and real-time support planning tools are available.

Dispersed Command and Control: The discretion to disperse Joint C2 elements anywhere without loss of effectiveness to meet mission requirements.

Effects-Based Operations: Coordinated sets of actions directed at shaping the behavior of friends, neutrals, and foes in peace, crisis, and war.

Flexibility: The ability to achieve success in different ways.

Flexible Synchronization: Discretion to execute a range of control mechanisms, including self-synchronization, to achieve the commander’s intent.

Full Spectrum Dominance: The ability of U.S. forces, operating unilaterally or in combination with multinational and interagency partners, to defeat any adversary and control any situation across the full range of military operations.

Full Spectrum Integration: The incorporation of service, interagency and multinational partners into a unified force across echelon, mission, and geographic boundaries. The goal of this integration is to harmonize all elements of national power. This goal includes interoperable C4 systems that are able to seamlessly exchange information to meet mission requirements.

Functional Concept: The amplification of a particular function (such as counter-air) or description of how to employ a system or conduct a task (such as time-sensitive targeting). Functional concepts rely on integrating concepts
 for their operational context. A functional concept may be specific to a particular integrating concept or it may apply more broadly to multiple integrating concepts. Individual functional concepts provide the detail required for specific experiments. As with integrating concepts, candidate functional concepts should describe their relationship to the desired operational capabilities of the future and establish a benchmark against which to measure improvement.

Information: Facts, data, or instructions in any medium or form with context that is comprehensible to the user.

Information Superiority: The degree of superiority in the information domain that permits the conduct of operations without effective opposition.

Innovation: The ability to learn over time about missions and operation environments and to take advantage of that learning to create and maintain competitive advantage. It may include a change in customs, something new and contrary to established customs, or manners. 

Integrating Concept: Description of how a joint force commander integrates functional concepts and capabilities within a broad operational mission. Integrating concepts typically focus on forces and functions rather than on specific systems as well as amplify a key area of the capstone concept to provide a more detailed operational level perspective for joint experimentation and assessment activities. A number of integrating concepts will likely be required to adequately amplify the capstone concept across the full range of military operations. Candidate integrating concepts should describe their relationship to the desired operational capabilities of the future and establish a benchmark against which to measure improvement.

Intuitive Decisionmaking: (Army/Marine Corps) The act of reaching a conclusion that emphasizes pattern recognition based on knowledge, judgment, experience, education, intelligence, boldness, perception, and character. This approach focuses on assessment of the situation vice comparison of multiple options. (FM 1-02)
Knowledge: Data that has been analyzed to provide meaning and value. Knowledge is various pieces of the processed data that have been integrated and interpreted to begin building a picture of the situation. 

Leadership: Leadership is influencing people—by providing purpose, direction, and motivation—while operating to accomplish the mission and improve the organization.

Lethality: Describes increased and refined joint force capabilities to destroy an adversary and/or his systems in all conditions and environments. It includes the use of kinetic and/or non-kinetic means, while leveraging technological advances in greater precision and more devastating target effects at both longer-ranges and in close combat.

Mission Network: The temporary network created by the interaction of all the parties involved in a particular mission or campaign. The dynamics of the mission network have a direct impact on the ability to collaborate effectively.

Multilateral Integration: This integration will require cooperation, coordination, and synchronization between the U.S. military components and their interagency, coalition, multinational, and NGO partners. As their interactions will be dictated by a combination of policy and capability, they may have both significant positive and negative impacts on the agility of the organizations and processes supporting C2 and the behavior of the mission network overall.

Multinational Organizations: A collective heading for intergovernmental and international organizations.

Network-Centric Operations: An information superiority-enabled concept of operations that generates increased combat power by networking sensors, decisionmakers and shooters to achieve shared awareness, increased speed of command, higher tempo of operations, greater lethality, increased survivability, and a degree of self-synchronization. In essence, NCO translates information superiority into combat power by effectively linking knowledgeable entities in the battlespace.

Networked Computing Environment: Provides the physical and logical connectivity among all the participants in the network. It includes data management strategies to ensure that data collected in one part of the network is compatible with the systems in use by the others in the network.

Nongovernmental Organizations:  Transnational organizations of private citizens that maintain a consultative status with the Economic and Social Council of the United Nations. Nongovernmental organizations may be professional associations, foundations, multinational businesses, or simply groups with a common interest in humanitarian assistance activities (development and relief). "Nongovernmental organizations" is a term normally used by non-United States organizations.  Also called NGOs.

Precision Engagement: The ability of joint forces to locate, surveil, discern, and track objectives or targets; select, organize, and use the correct systems; generate desired effects; assess results; and reengage with decisive speed and overwhelming operational tempo as required, throughout the full range of military operations (Joint Vision).

Processed Data: See “Information.”

Resilience: The ability to recover from or adjust to misfortune or damage. This includes the ability to degrade gracefully when under attack or damaged.
Responsiveness: The ability to plan, execute, and assess effectively. Many military actions must be taken within a window of opportunity that will vary in each situation.

Responsive and Tailorable Organizations: Proficient, cohesive, task-organized, and networked teams using common procedures, and relevant information capable of responding rapidly to plan and execute a broad range of military operations.

Robustness: The ability to perform effectively across a range of conditions, circumstances, and missions.

Self-Synchronized Operations: The collaborative and decentralized initiation and execution of actions by elements of a joint force in support of the desired end state. Also defined as the interaction between two or more entities to operate in the absence of hierarchical mechanisms for Joint C2. A mechanism for communicating the ongoing dynamics of the operational situation and triggering the desired value-added interaction.

Shared Quality Information: High quality information (information that is relevant, accurate, current, complete, etc.) shared among C2 elements via a robust network that enables shared understanding.
Shared Understanding: A shared appreciation of the situation supported by common information to enable rapid collaborative joint engagement, maneuver, and support.

Simultaneous C2 Processes: Capability for parallel C2 processes for monitoring and understanding the operational environment and synchronizing actions of assigned forces.

Superior Decisionmaking: Leadership and supporting capability to generate alternative actions, identify selection criteria, and assess alternatives to control operational situations. Includes the use of automation in exchange, fusion, and understanding of information relevant to rapid collaboration, knowledge-based decisionmaking.
Synchronization: (1) The arrangement of military actions in time, space, and purpose to produce maximum relative combat power at a decisive place and time and (2) in the intelligence context, application of intelligence sources and methods in concert with the operation plan. (JP 2-0) (JP 1-02) 

Uncertainty: Lack of sureness about someone or something. A fundamental attribute of war. Uncertainty pervades the battlefield in the form of unknowns about the enemy, the surroundings, and our own forces.

Understanding: Knowledge that has been synthesized and had judgments applied to it in the context of a specific situation. Understanding reveals the relationships among the critical factors in any situation.

User-Framed Information Flows: Intelligent user-modified agents available to filter and frame user information requirements within the mission network.

Appendix B. List of Acronyms

C2

Command and Control

CIE
Collaborative Information Environment

COA
Course of Action

COIs
Communities of Interest

CROP
Common Relevant Operational Picture

DOD
Department of Defense

DOTMLPF
Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities

EIE
Essential Information Element

FM

Field Manual

HLS
Homeland Security

JCIDS
Joint Capabilities Integration and Development System

JOC
Joint Operating Concept

Joint C2
Joint Command and Control

JOpsC
Joint Operations Concepts

JP

Joint Publication

JROC
Joint Requirements Oversight Council

JROCM
Joint Requirements Oversight Council Memorandum

JTF
Joint Task Force

MCO
Major Combat Operations

MoCE
Measures of C2 Effectiveness

MoCP
Measures of C2 Performance

MoFE
Measures of Force Effectiveness

MoM
Measures of Merit

MoPE
Measures of Policy Effectiveness

NCO
Network Centric Operations

NCO CF
Network Centric Operations Conceptual Framework

NCW
Network Centric Warfare

NGO
Non-Governmental Organization

OASD/NII
Office of the Assistant Secretary of Defense for Networks and Information Integration

O-O-D-A
Observe, Orient, Decide, Act

OPTEMPO
Operational Tempo

QDR
Quadrennial Defense Review

REJ
Rapid Economic Justification

ROMO
Range of Military Operations

SD

Strategic Deterrence

S&M
Simulation and Modeling

SMART
Simulation and Modeling for Acquisition, Requirements, and Training

SO

Stability Operations

UCS
Unified Command Structure

Appendix C. Metrics

The usefulness of any assessment methodology is largely determined by the quality of the metrics utilized. The metrics presented here are drawn from various sources, but mostly reflect metrics from the Network Centric Operations Conceptual Framework (NCO CF), developed by the Office of Force Transformation and OASD/NII. Inputs from workshops, informal staffing and other metric related works have also been considered.

In general, any assessment plan must provide answers to the following questions:

What type of assessment is desired?

What things need to be assessed?

What measurement techniques will be utilized?

We discussed the first question in Chapter 4. This appendix addresses the remaining two questions.

C.1  What things need to be assessed? 

Typically, we will want to assess the impact of new technologies, organizations, and operational concepts on C2 and mission effectiveness. Measuring C2 effectiveness requires that we have a set of metrics that allow us to assess different aspects of the C2 system and its impact on outcomes. It is useful to think in terms of a hierarchy of measures that allow one to measure performance across the different levels of the relevant space.

The following hierarchy is adapted from the NATO Code of Best Practice for C2 Assessment (p. 92) and is applicable to C2 assessment:

1. Measures of Policy Effectiveness (MoPE), focus on high level policy outcomes

2. Measures of Force Effectiveness (MoFE), focus on the extent to which a force achieves its mission/objectives

3. Measures of C2 Effectiveness (MoCE), focus on the impact of C2 on outcomes

4. Measures of C2 Performance (MoCP), focus on internal characteristics of C2 programs, initiatives, system(s), etc.

In determining what metrics are appropriate, it is necessary to begin with the attributes of interest and their definitions. Metrics must provide a means of measuring the actual attribute as specified in the definition. Otherwise, our metrics would not be valid indicators of the values of the attributes. This document provides specific conceptual definitions for the nine Joint C2 attributes. Starting with these definitions, we then choose appropriate metrics. In general, researchers identify a broad set of metrics that capture all of the aspects identified in the definition. From this set, researchers can choose a narrower set of key essential metrics that focus on the particular needs and interests of the researcher. These are equivalent to the Essential Information Elements (EIE).

Additionally, it is helpful to identify the broad classes of metrics that can be utilized in such an effort. These include: objective metrics, fitness-for-use metrics, agility metrics, and other attribute specific metrics. These are defined below.

Objective Metrics measure quality in reference to criteria that are independent of the situation. For example, the currency of a given data element indicates the age of the information available and can be expressed in units like minutes, hours, days, etc.

Fitness-for-Use Metrics measure quality in reference to criteria that are determined by the situation. For example, the timeliness of a given data element indicates the extent to which the information is received in a time that is appropriate for its intended use. What is appropriate is context dependent. In some contexts a currency of two hours is adequate, where as in other contexts a currency of two minutes is needed. Fitness-for-Use metrics capture this information.

Agility Metrics measure the aspects of agility across the six dimensions listed in Chapter 4. These metrics are inherently comparative, i.e. agility implies an ability to change over time and, as such, the values of the metrics have to be compared to some baseline values.

Attribute Specific Metrics measure unique aspects of some attributes. For instance, synchronization is a metric that measures the extent to which command and control processes are effective across time (synchronous vs. asynchronous) and space (co-located vs. distributed). This metric is appropriate in determining the extent to which a command and control system can operate simultaneously, but is not necessarily relevant to other attributes. For the Joint C2 Functional Concept, we rely mostly on attribute-specific metrics.

C.2  What measurement techniques will be utilized?

The set of metrics will likely include metrics that are subjective (qualitative) as well as those that are objective (quantitative). Whenever possible, quantitative metrics should be utilized, and the goal is to increasingly rely on quantitative metrics. However, there are circumstances when qualitative metrics are appropriate and necessary. Qualitative metrics should be built on clearly articulated criteria identified by subject matter experts, or determined by existing empirical observation and sound theory.

It is important to keep in mind that summary metrics, aggregated across programs, initiatives, systems, etc. are often utilized in high-level comparative assessments. In such cases, attention to standard multi-attribute measurement methods is essential. Most importantly, the level of precision of the aggregate metrics cannot exceed the level of precision of the least precise input metric.

Another important issue to consider is the distinction between metrics and objectives. Metrics are the yardsticks that we use to measure aspects of attributes. Objectives are the performance/quality goals that we set. For instance, the metric completeness is the extent to which shared understanding incorporates all relevant information, possible outcomes, etc. and can be measured in percentages. An objective may be 80% or 95% complete. The metric is what is being measured; the objective is some goal that must be determined by policy, experimentation and/or analysis.
In the context of this functional concept, we identify three important measurement tasks. First, it is important to measure the extent to which the functions of a C2 system that are deemed necessary and essential are delivered by the particular system. Second, if a C2 system does provide a specific functionality, then we can measure the quality of performance of the system in the context of that functional capability. Finally, we need to measure the extent to which the entire C2 system is agile.
Functional capabilities refer to the tasks/functions that a C2 system is capable of performing (and/or required to perform). Examples of generic C2 tasks include formulating commander’s intent, translating commander’s intent into detailed plans, displaying and integrating operational and strategic information, conducting COA analysis, among others. In order to measure the extent to which a C2 system can perform these functions, one must analyze specific systems and/or initiatives and determine which functions they support.

Measuring the quality of a C2 system requires the development of metrics that capture the important qualities of performance. These include objective and fitness for use metrics such as timeliness, appropriateness, correctness, and consistency among others. Agility metrics follow directly from the principles of agility: responsive, robust, resilient, adaptive, responsive and innovative. Because agility cuts across all attributes of future C2, each attribute includes some agility metrics. 

C.3  Joint C2 Attributes and Metrics.

Below we discuss each attribute of Joint C2 in terms of its definition and metrics. Metrics are highlighted in bold. Tables C-1 through C-9 depicts the initial set of metrics that have been developed for each Joint C2 attribute. Since this is still a work in progress and, over time, these metrics will mature; in several instances there are some metrics yet to be developed (labeled TBD).

Because of the complexity of C2 processes and systems, measuring the effectiveness of C2 is no easy task. There is no single attribute or metric that exists which can satisfactorily assess the effectiveness of Joint C2. However, taken collectively, the attributes, measures and metrics identified in this functional concept can provide a strong sense of the effectiveness of Joint C2. 

Superior Decision Making: Leadership and supporting capability to generate alternative actions, identify selection criteria, and assess alternatives to decisively control operational situations. It includes the use of automation in exchange, fusion and understanding of information relevant to rapid collaborated, knowledge-based decisionmaking.

Metrics are needed that measure the extent to which decisionmaking exhibits these characteristics. Leadership quality, as a central input to superior decisionmaking, should be measured. Generating alternative actions requires that the C2 process be flexible to operating conditions and changes in those conditions and timely and innovative in developing alternative actions. These alternative actions should be appropriate, in that they incorporate all of the relevant information, awareness, and understandings available and reflect coherent selection criteria. The extent to which the decisions are collaboratively achieved and accepted also should be measured. Table C-1 depicts the metrics for Superior Decisionmaking.

Table C-1: Metrics for Superior Decisionmaking
	Measure
	Metric

	Leadership
	TBD

	Appropriateness of the Decision
	Extent to which a decision is consistent with higher commander’s intent

	
	Extent to which a decision is consistent with shared understanding

	
	Extent to which a decision is consistent with shared values

	Timeliness of Decision
	Extent to which currency of a decision is appropriate to the mission

	Currency
	Time required to make the decision

	Extent
	Percentage of C2 elements which accept the decision

	
	Percentage of C2 elements participating in collaboration

	Flexibility
	Number of feasible, suitable, and acceptable COA’s considered

	
	Number of contingencies considered (most likely, most dangerous)

	
	Number of secondary and tertiary consequences considered (most likely, most dangerous)

	Innovativeness
	Number of feasible and new COA’s developed

	Effectiveness
	Extent to which commander’s intent was achieved.


Shared Understanding: Common appreciation of the situation supported by common information to enable rapid collaborative joint engagement, maneuver, and support.

We can measure the degree to which a common appreciation of the situation is shared across force elements by the extent of shared awareness and understanding. In order to ensure that this common understanding facilitates rapid collaborative joint engagement, maneuver and support, it is essential to measure the extent to which this common understanding is timely, consistent, complete, and correct with respect to the changing operative conditions. Table C-2 depicts the metrics for Shared Understanding.

Table C-2: Metrics for Shared Understanding

	Measure
	Metric

	Extent
	Proportion of C2 elements that share given understanding

	Consistency of Shared Understanding
	Proportion of key elements of shared understanding which are held in common

	Correctness
	Percentage of key elements of shared understanding obtained that are consistent with ground truth

	Completeness
	Percentage of key elements of shared understanding obtained 

	Timeliness 
	Appropriateness of time required to achieve shared understanding in relation to mission needs


Flexible Synchronization: Discretion to execute a range of control mechanisms, including self synchronization, to achieve the commander’s intent.

Flexible synchronization means that commanders are capable of implementing a range of C2 approaches, from centralized planning to self-synchronization. In order to measure the extent to which this is possible, we need to measure the adaptability of command arrangements, the flexibility with which they react to changing operating conditions, and the synergy obtained across force elements. Table C-3 depicts metrics for Flexible Synchronization.

Table C-3: Metrics for Flexible Synchronization

	Measure
	Metric

	Adaptability
	Time, effort and resources required to make the change

	Flexibility
	Number and type of control mechanisms available

	Synergy
	Percentage of decisions that are conflicted, de-conflicted or synergistic


Simultaneous C2 Processes: Capability for parallel C2 processing for monitoring and understanding the operational environment and synchronizing actions of assigned forces.

Measuring the degree to which simultaneous and parallel C2 processing is possible is accomplished by evaluating the currency of interactions. The capability to monitor and understand the operational environment is measured by the synchronicity (comprised of sub-element involvement) of the planning and execution processes. Table C-4 depicts metrics for Simultaneous C2 Processes.

Table C-4: Metrics for Simultaneous C2 Processes

	Measure
	Metric

	Currency
	Time required to propagate change of a mission to appropriate C2 elements

	
	Time required for all sub-elements (echelons, services, agencies…etc) to receive guidance and publish their own 

	
	Time required to propagate critical information

	Synchronization
	Percentage of sub-elements simultaneously involved in the planning process

	
	Percentage of sub-elements simultaneously involved in the execution process


Dispersed Command and Control: Discretion to disperse Joint C2 elements anywhere without loss of effectiveness to meet mission requirements.

Evaluating dispersed C2 requires that we are able to determine the extent of dispersion (the ability to execute the collaborative C2 functions across time and space) as well as determine the effectiveness of those interactions (congruence with commander’s intent). Effectiveness of actual mission outcomes is measured independently of the effectiveness of command interactions and the relationship between the two variables must be determined empirically. Table C-5 depicts metrics for Dispersed C2.

Table C-5: Metrics for Dispersed Command and Control

	Measure
	Metric

	Congruence with Commander’s Intent
	Percentage of subordinates who can accurately articulate commander’s intent

	
	Percentage of actions which reflect the commander’s intent 

	Ability to Execute the Collaborative C2 Functions Across Time and Space
	Percentage of dispersed C2 elements that were effective


Responsive and Tailorable Organization: Proficient, cohesive, task-organized, and networked teams using common procedures and relevant information capable of responding rapidly to plans and executing a broad range of military operations.

In order to measure the extent to which a team is proficient and cohesive, it is essential to measure the robustness, resilience, adaptability, and appropriateness of the organization. Table C-6 depicts the metrics for Responsive and Tailorable Organization.

Table C-6: Metrics for Responsive and Tailorable Organizations

	Measure
	Metric

	Robustness
	The ability to maintain effectiveness across the ROMO

	Resilience
	Time of effective performance without degradation

	Adaptability of the Organizational Structure
	Number and type of C2 organizational structures available

	Responsiveness
	Time required to change organizational structure

	Appropriateness
	Match between organizational structure and task


Full Spectrum Integration: Effectively incorporates service, interagency, and multinational partners into a unified force across echelon, mission, and geographic boundaries. The goal of this integration is to harmonize all elements of national power.

In order to measure the extent to which command arrangements effectively incorporates partners across echelons, mission and geographic boundaries, we can examine the breadth and depth of command interactions. To measure the extent to which C2 systems are able to seamlessly exchange information, we need to evaluate the accessibility of information, the coordination of C2 elements, and the extent of understanding of roles/ goals/ objectives/ authority. Table C-7 depicts metrics for Full Spectrum Integration.

Table C-7: Metrics for Full Spectrum Integration

	Measure
	Metric

	Understanding roles, goals, objectives and authority
	Nature and the number of conflicts 

	
	Percentage of compliance

	Accessibility of Information
	Number of times critical information is denied

	Extent of Lexicon
	Frequency of misunderstandings

	Congruence of Command
	Percentage of force elements in support of commander’s intent

	
	Strength of support to commander’s intent

	Depth/Breadth of Interactions
	Proportion of appropriate force elements who are able to participate across functions and echelons

	Coordination of C2 Elements
	Percentage of conflicted/de-conflicted synergistic C2 elements


Shared Quality Information: High quality information (information that is relevant, accurate, current, complete, etc.) shared among C2 elements via a robust network that enables shared understanding.

Measuring the degree of quality information shared requires evaluating the extent of information shared. In monitoring quality information it is essential to measure the extent to which the shared data is relevant, consistent, complete, usable, and accurate with respect to the current task and conditions. Table C-8 depicts metrics for Shared Quality Information.

Table C-8: Metrics for Shared Quality Information

	Measure
	Metric

	Relevant
	Percentage of information relevant to task at hand

	Accuracy
	Confidence rating

	Usability Across Echelons
	Interoperable (translatable or not translatable/ease of use)

	Timeliness
	TBD

	Completeness
	Percentage of critical information shared

	Extent of Sharing
	TBD

	Consistency
	TBD


Robust Networking: Interconnections among force elements that are dependable in the face of degradation and/or attack.

Evaluating the degree of networking requires that we measure the maintainability, survivability, and reach of connected elements, defining the resources needed and scope of the connection. C2 architectures must degrade gracefully and provide essential capability even under the most stressing cases (e.g., WMD/WME attack). The capability to ensure robust connections is measured by the quality of service (comprised of the dependability, reliability, modularity, and resilience of interactions, and the level of support to critical traffic/nodes), the degree to which the network is upgradeable. Table C-9 depicts metrics for Robust Networking.

Table C-9: Metrics for Robust Networking

	Measure
	Metric

	Quality of Service
	Critical Traffic/Node support

Resilience, Modularity, Reliability, Secure, Dependable, Scalable

	Upgradeable (forward compatibility)
	Time and resources necessary to incorporate new technologies

	Maintainability
	Time and resources necessary for routine use

	Survivability
	TBD

	Reach (including mobility)
	Proportion of elements that are connected

	
	Distance over which elements are connected


C.4  Network Centric Operations Conceptual Framework Metrics

The DOD Report to Congress on Network Centric Warfare identified several key tenets:

· A robustly networked force improves information sharing.

· Information sharing and collaboration enhances the quality of information and shared situational awareness.

· Shared situation awareness enables collaboration and self-synchronization, and enhances suitability and speed of command.

· All these in turn dramatically increase mission effectiveness.

The Network Centric Operations Conceptual Framework (NCO CF) is based on these tenets and identifies numerous NCO attributes, measures and metrics that provide the basis for quantitatively measuring C2. The NCO CF also serves as the baseline for the attributes and metrics developed in support of this Joint C2 Functional Concept. The NCO CF is a work in progress and the Office of the ASD NII and the Office of Force Transformation are collaborative partners in the continuing development of it. It is important to note, that as the NCO CF metrics develop and become more mature, so too will the Joint C2 related metrics.

Appendix D. Mapping Joint C2 Functional Concept to the Family of Joint Concepts

The following tables depict the relationships between the basic C2 capabilities described in the Joint C2 Functional Concept and C2 capabilities described in the Joint Operations Concepts (JOpsC), the four Joint Operating Concepts—Major Combat Operations (MCO), Stability Operations (SO), Homeland Security (HLS) and Strategic Deterrence (SD), and the four other functional concepts—Battlespace Awareness (BA), Force Application (FA), Focused Logistics (FL) and Protection (P). C2 capabilities explicitly identified in these documents were categorized by a corresponding basic or collaborative C2 capability defined in the Joint C2 Functional Concept. These unique C2 capabilities were then cross-referenced to the attributes in the Joint C2 Functional Concept (Tables D-1 through D-15). The relationships in these tables show how Joint C2 attributes span the JOpsC, JOCs, and FCs and illustrate how the Joint C2 Functional Concept is an all-encompassing collection of C2 capabilities.  Finally, the required C2 capabilities identified by the four JOCs were then mapped to the basic and collaborative C2 capabilities in the functional concept (Tables D-16 through D-19).  The purpose of the exercise was to ensure the required C2 capabilities identified in all concept documents were addressed in the Joint C2 Functional Concept. 

Table D-1: Basic C2 Capability—The Ability to Monitor and Collect Data

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to develop an operational net assessment
	JOpsC
	●
	●
	
	●
	●
	
	
	●
	

	The ability to identify and track blue/red/gray forces 
	MCO, SD, HLS

BA,P,FA
	
	●
	
	
	
	
	
	●
	

	The ability to assess countermeasures 
	SO JOC
	●
	
	
	
	
	
	
	
	●

	The ability to provide current and accurate data 
	FL FC
	
	●
	
	
	
	
	
	●
	●


Table D-2: Basic C2 Capability—The Ability to Develop Situational Understanding

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to develop situational understanding
	JOpsC
	●
	●
	
	●
	●
	
	
	●
	

	The ability to achieve global situational awareness
	SD JOC
	●
	●
	
	●
	●
	
	
	●
	

	The ability to develop near-real time intelligence
	SD JOC
	●
	●
	
	●
	
	
	
	●
	

	The ability to develop situational awareness
	HLS, FL
	●
	●
	
	●
	●
	
	
	●
	

	The ability to access immediate data
	BA FC
	●
	
	
	
	
	
	
	●
	●


Table D-3: Basic C2 Capability—The Ability to Develop Courses of Action and Select One

	Capability Category
	Source
	Superior Decisionmaking Making
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability of discern and follow commander's intent
	MCO
	●
	●
	●
	●
	●
	●
	
	
	

	The ability to be creative
	MCO
	●
	
	●
	
	
	
	
	
	

	The ability to provide the means to act on the information provided
	FL
	●
	
	●
	●
	
	
	●
	●
	

	The ability to accurately predict events 
	BA
	●
	
	
	●
	
	●
	●
	
	

	The ability to have timely information on demand that is relevant to decisionmakers 
	BA
	●
	●
	
	●
	
	●
	
	●
	●


Table D-4: Basic C2 Capability—The Ability to Develop a Plan

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to develop a plan including pre/post conflict effects 
	SO
	●
	
	
	●
	
	
	
	
	

	The ability to develop a plan based on mission analysis and commander's intent 
	FA
	●
	●
	
	●
	
	
	
	
	

	The ability to precisely derive adversary courses of action 
	P
	●
	●
	
	●
	
	
	
	●
	

	The ability to select a course of action based on a capabilities assessment
	FA
	●
	
	
	●
	
	
	
	
	


Table D-5: Basic C2 Capability—The Ability to Execute the Plan Including Providing Direction and Leadership to Subordinates

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to develop and sustain unity of command 
	MCO

FA 
	
	
	●
	●
	●
	●
	
	
	

	The ability to provide leadership
	MCO
	●
	
	
	
	●
	●
	●
	
	

	The ability to empower lower echelons
	MCO
	
	
	●
	●
	●
	●
	
	
	

	The ability to command throughout echelons 
	SO

FA 
	
	
	●
	●
	
	●
	●
	
	

	The ability to empower lower echelons 
	FA
	
	
	●
	●
	●
	●
	
	
	


Table D-6: Basic C2 Capability—The Ability to Monitor the Execution of the Plan and Adapt as Necessary

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to assess changes in the adversary's systems
	JOpsC
	●
	●
	●
	
	
	●
	
	
	

	The ability to develop and sustain adaptive command processes
	MCO
	●
	●
	●
	●
	●
	
	●
	
	

	The ability to develop "observables" for assessment
	MCO
	●
	●
	
	
	
	
	
	
	

	The ability to provide feedback on operations
	MCO
	●
	
	
	
	
	
	
	
	

	The ability to assess decisions
	MCO
	●
	
	
	
	
	
	
	
	

	The ability to achieve desired effects 
	HLS
	●
	
	
	
	
	
	
	
	

	The ability to develop and sustain adaptive command processes 
	HLS

FA
	●
	●
	●
	●
	●
	●
	●
	
	

	The ability to conduct effects based operations 
	MCO

FA
	●
	●
	
	●
	
	●
	
	
	●

	The ability to re-focus decisions based on adversary's actions 
	P
	●
	●
	●
	
	●
	
	●
	●
	

	The ability to achieve desired effects 
	BA
	●
	
	
	
	
	
	
	
	

	The ability to develop and sustain adaptive command processes 
	P
	
	
	●
	●
	●
	●
	
	
	


Table D-7: Basic C2 Capability—The Ability to Execute the Basic C2 Process

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to sense, understand, decide and act faster than the adversary
	JOpsC
	●
	
	●
	
	
	●
	●
	
	

	The ability to execute the process better and faster than the adversary 
	MCO

BA, FA, P
	●
	●
	●
	●
	●
	●
	●
	●
	●

	The ability to execute C2 functions outside the theatre of operations 
	SO

P
	●
	●
	●
	●
	●
	
	
	
	

	The ability to develop and sustain robust command processes 
	MCO
	●
	
	
	●
	●
	●
	
	
	●

	The ability to degrade an adversary's capabilities 
	BA
	●
	
	●
	
	
	●
	
	
	

	The ability to recover in a minimum amount of time 
	P
	
	
	●
	
	
	●
	
	
	

	The ability to develop and sustain robust command processes 
	BA, FA
	●
	
	
	●
	●
	●
	
	
	●


Table D-8: Collaborative C2 Capability—The Ability to Network

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be networked
	JOpsC
	
	●
	●
	
	●
	
	
	●
	●

	The ability to comprehensively connect the force 
	HLS, MCO
	
	●
	●
	
	●
	●
	●
	●
	●

	The ability to utilize secure and robust communications
	SO

P
	
	
	
	
	●
	
	
	
	●

	The ability to employ network centric methods
	BA
	
	●
	●
	
	
	
	
	●
	●

	The ability to protect sensors, information, and information networks
	BA
	
	
	
	
	
	
	
	
	●

	The ability to link the force in time and purpose
	FA
	●
	
	●
	
	
	●
	
	●
	●

	The ability to conduct simultaneous C2 functions
	P
	
	
	●
	●
	
	●
	
	
	


Table D-9: Collaborative C2 Capability—The Ability to Share Information

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to access data from all relevant sources
	BA
	
	
	
	
	●
	
	
	●
	●

	The ability to share collected information
	P
	
	●
	
	
	
	●
	●
	●
	●

	The ability to access horizontally and vertically integrated data
	BA
	
	
	
	●
	
	●
	●
	●
	●


Table D-10: Collaborative C2 Capability—The Ability to Interact

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to interact with interagency and foreign entities
	SO

FA
	
	●
	●
	
	
	●
	●
	
	

	The ability to interact on a fully integrated system of global communication
	P
	
	●
	●
	
	
	●
	●
	●
	●


Table D-11: Collaborative C2 Capability—The Ability to Develop Shared Awareness

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to achieve shared awareness
	BA, FA
	●
	●
	●
	
	
	
	
	●
	

	The ability to achieve a common operating picture
	FA, P
	
	●
	
	
	
	
	
	●
	●


Table D-12: Collaborative C2 Capability—The Ability to Develop Shared Understanding

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be expeditionary
	JOpsC
	
	
	●
	●
	●
	●
	
	
	

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to improve shared understanding
	MCO

FA
	
	●
	
	
	
	
	
	●
	

	The ability to maintain shared understanding
	HLS

BA
	●
	●
	●
	●
	●
	
	●
	
	


Table D-13: Collaborative C2 Capability—The Ability to Decide in a Collaborative Environment

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to collaboratively plan
	SO

FA, P
	
	
	●
	
	
	●
	●
	
	

	The ability to employ discourse with subordinates
	MCO
	●
	●
	●
	
	
	●
	
	
	●

	The ability to employ a globally deployed collaborative information environment
	BA
	
	●
	●
	
	●
	
	
	●
	●

	The ability to orchestrate in a collaborative planning environment
	FA
	
	●
	●
	
	
	
	●
	●
	●

	The ability to collaborate on commander’s intent
	FA
	
	●
	
	
	
	
	
	●
	


Table D-14: Collaborative C2 Capability - The Ability to Synchronize

	Capability Category
	Source
	Superior Decision Making
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be expeditionary
	JOpsC
	
	
	●
	●
	●
	●
	
	
	

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to employ the appropriate joint capabilities
	JOpsC
	
	
	●
	
	●
	●
	●
	
	

	The ability to apply coalition resources
	MCO
	
	
	
	
	
	
	●
	
	

	The ability to employ combined forces
	MCO
	
	
	
	
	
	
	●
	
	

	The ability to apply interagency resources
	MCO
	
	
	
	
	
	
	●
	
	

	The ability to synchronize
	HLS

BA, FA
	
	
	●
	
	
	
	
	
	

	The ability to conduct joint fires
	FA
	●
	●
	●
	
	
	
	
	●
	●

	The ability to self-synchronize
	FA
	
	
	●
	
	
	
	
	
	


Table D-15: Collaborative C2 Capability—The Ability to Execute the Collaborative C2 Process

	Capability Category
	Source
	Superior Decisionmaking
	Shared Understanding
	Flexible Synchronization
	Simultaneous C2 Process
	Dispersed C2
	Responsive & Tailorable Orgs.
	Full Spectrum Integration
	Shared Quality Information
	Robust Networking

	The ability to be expeditionary
	JOpsC
	
	
	●
	●
	●
	●
	
	
	

	The ability to be decentralized
	JOpsC
	
	
	●
	●
	●
	●
	●
	
	

	The ability to be adaptable
	JOpsC
	●
	
	●
	
	
	●
	
	
	

	The ability to collaborate
	JOpsC
	●
	●
	●
	●
	●
	●
	●
	●
	

	The ability to conduct distributed nonlinear operations in a singular battlespace
	JOpsC
	●
	
	●
	
	
	●
	●
	
	●


Table D-16: Homeland Security C2 Capabilities

	Homeland Security JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	Detect, Prevent and Defeat Potential Threats to the Homeland 
	Detect, Prevent and Defeat Ballistic Missile Threats to the Homeland
	Detect, Prevent and Defeat Airborne Threats to the Homeland
	Detect, Prevent and Defeat Hostile Space Systems Threatening the Homeland
	Detect, Prevent and Defeat Maritime Threats to the Homeland
	Deter and Defend against Physical and Cyber Threats to DOD assets 
	Project Power to Defend the Homeland
	Prepare for and Mitigate the Effects of multiple simultaneous CBRNE events
	Conduct HLD and CS Operations & EP planning activities

	Monitor and Collect Data
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Develop Situational Understanding
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Develop a Plan
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Execute the Plan and provide leadership
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Execute Basic C2 Process
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Network
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Share Information
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Interact
	
	
	
	
	
	
	
	
	

	Develop Shared Awareness
	
	
	
	
	
	
	
	
	

	Develop Shared Understanding
	x
	x
	x
	x
	x
	x
	x
	x
	x

	Decide in a Collaborative Environment
	
	
	
	
	
	
	
	
	

	Synchronize
	
	
	
	
	
	
	
	
	

	Execute the Collaborative C2 Process
	
	
	
	
	
	
	
	
	


Table D-17: Major Combat Operations C2 Capabilities

	Major Combats Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	Clear Vision 
	Define Desired Effects
	Express Commander's Intent
	Facilitate Collaborative Decision and Action
	Effective Leadership
	Robust Joint Network
	Coherently Joint HQ



	Monitor and Collect Data
	x
	
	
	
	
	x
	x

	Develop Situational Understanding
	x
	x
	
	
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x
	
	x

	Develop a Plan
	x
	x
	x
	x
	x
	x
	x

	Execute the Plan and provide leadership
	x
	x
	x
	x
	x
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	x
	x
	x
	x
	x

	Execute Basic C2 Process
	x
	x
	x
	x
	
	x
	x

	Network
	x
	x
	x
	x
	
	x
	x

	Share Information
	x
	x
	x
	x
	
	x
	x

	Interact
	x
	x
	x
	
	x
	x
	x

	Develop Shared Awareness
	
	
	
	x
	
	
	

	Develop Shared Understanding
	x
	x
	x
	x
	
	x
	x

	Decide in a Collaborative Environment
	x
	x
	x
	x
	
	x
	x

	Synchronize
	x
	x
	x
	x
	
	x
	x

	Execute the Collaborative C2 Process
	x
	x
	x
	x
	x
	x
	x


Table D-18: Stability Operations C2 Capabilities

	Stability Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	Unity of purpose--shared vision


	Nested SO planning


	Collaborative plan and execute


	Coherency of action


	SO planning element


	Integrated training



	Monitor and Collect Data
	x
	
	
	
	
	

	Develop Situational Understanding
	x
	
	
	x
	
	

	Develop COAs & Select One
	x
	
	
	
	
	

	Develop a Plan
	x
	
	x
	
	
	

	Execute the Plan and provide leadership
	x
	
	x
	
	
	

	Monitor Plan Execution and Adapt as Required
	x
	
	x
	
	
	

	Execute Basic C2 Process
	x
	
	x
	
	
	

	Network
	x
	
	x
	
	
	

	Share Information
	x
	
	x
	
	
	

	Interact
	
	
	x
	
	
	

	Develop Shared Awareness
	
	
	
	
	
	

	Develop Shared Understanding
	x
	
	x
	
	
	

	Decide in a Collaborative Environment
	x
	
	x
	
	
	

	Synchronize
	x
	
	x
	
	
	

	Execute the Collaborative C2 Process
	x
	
	x
	
	
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (Global Situational Awareness) 

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to conduct effective battlespace awareness of the spatial and temporal domains in support of national objectives


	The ability to maintain robust targeting databases for planning purposes


	The ability to identify and profile adversary senior leadership


	The ability to discriminate and surveil mobile targets of interest


	The ability to integrate C4ISR and C2 activity via networked operations  



	Monitor and Collect Data
	x
	x
	
	
	x

	Develop Situational Understanding
	x
	x
	
	
	x

	Develop COAs & Select One
	x
	x
	
	
	x

	Develop a Plan
	x
	x
	
	
	x

	Execute the Plan and provide leadership
	x
	x
	
	
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	
	
	x

	Execute Basic C2 Process
	x
	x
	
	
	x

	Network
	x
	x
	
	
	x

	Share Information
	x
	x
	
	
	x

	Interact
	x
	x
	
	
	x

	Develop Shared Awareness
	x
	x
	
	
	

	Develop Shared Understanding
	x
	x
	
	
	x

	Decide in a Collaborative Environment
	x
	x
	
	
	x

	Synchronize
	x
	x
	
	
	x

	Execute the Collaborative C2 Process
	x
	x
	
	
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Global Situational Awareness cont)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to translate foreign language information in near-real time

	The ability to maintain robust targeting databases for planning purposes


	The ability to identify nature of/location/origin/ownership/support capabilities/employment source for WMD/E


	The ability to discriminate and surveil mobile targets of interest


	The ability to integrate C4ISR and C2 activity via networked operations  



	Monitor and Collect Data
	
	x
	
	
	x

	Develop Situational Understanding
	x
	x
	x
	
	x

	Develop COAs & Select One
	
	x
	x
	
	x

	Develop a Plan
	
	x
	x
	
	x

	Execute the Plan and provide leadership
	
	x
	x
	
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	x
	
	x

	Execute Basic C2 Process
	
	x
	x
	
	x

	Network
	
	
	
	
	x

	Share Information
	x
	x
	x
	
	x

	Interact
	x
	x
	x
	
	x

	Develop Shared Awareness
	x
	x
	x
	
	x

	Develop Shared Understanding
	x
	x
	x
	
	x

	Decide in a Collaborative Environment
	x
	x
	x
	
	x

	Synchronize
	
	x
	
	
	x

	Execute the Collaborative C2 Process
	x
	x
	x
	
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Command and Control)
	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to conduct blue force tracking and status monitoring


	The ability to dynamically conference senior civilian leadership/CJCS/

COCOMs/Service Chiefs/JFCs via electronic means


	The ability for senior U.S. leadership to directly communicate with fielded forces/initiate weapons employment with minimal intervening support


	The ability to conduct adaptable and flexible command and control from course of action development through selection and execution


	The ability to conduct enduring C2 activities across the range of military operations and threat environments (to include WMD/E) in support of senior national and military leadership



	Monitor and Collect Data
	x
	
	
	x
	x

	Develop Situational Understanding
	x
	
	x
	x
	

	Develop COAs & Select One
	x
	x
	x
	x
	

	Develop a Plan
	x
	x
	x
	x
	

	Execute the Plan and provide leadership
	x
	
	x
	x
	

	Monitor Plan Execution and Adapt as Required
	x
	
	x
	x
	

	Execute Basic C2 Process
	x
	
	
	
	

	Network
	
	x
	x
	x
	

	Share Information
	x
	x
	x
	x
	

	Interact
	x
	x
	x
	x
	

	Develop Shared Awareness
	x
	x
	x
	
	

	Develop Shared Understanding
	x
	x
	x
	
	

	Decide in a Collaborative Environment
	x
	x
	x
	
	

	Synchronize
	x
	
	
	
	

	Execute the Collaborative C2 Process
	x
	x
	x
	
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (Overseas Presence/Military Cooperation)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to maintain responsive forward stationed/forward deployed combat expeditionary forces


	The ability to form responsive coalitions to counter adversary aims


	The ability to implement coalition actions to an equal degree of rapidity and unity of effort as compared to unilateral action


	Force Protection

The ability to project U.S. military power globally


	Force Protection

The ability to conduct major combat operations across all operational domains



	Monitor and Collect Data
	x
	
	
	
	x

	Develop Situational Understanding
	
	
	
	
	x

	Develop COAs & Select One
	
	
	
	
	x

	Develop a Plan
	
	x
	
	
	x

	Execute the Plan and provide leadership
	
	
	
	
	x

	Monitor Plan Execution and Adapt as Required
	
	
	
	
	x

	Execute Basic C2 Process
	
	
	
	
	x

	Network
	
	
	
	
	x

	Share Information
	
	
	
	
	x

	Interact
	
	
	
	
	x

	Develop Shared Awareness
	
	
	
	
	x

	Develop Shared Understanding
	
	
	
	
	x

	Decide in a Collaborative Environment
	
	
	
	
	x

	Synchronize
	
	
	
	
	x

	Execute the Collaborative C2 Process
	
	
	
	
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Nuclear Strike)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to destroy adversary leadership and command and control


	The ability to destroy adversary critical industries/resources/means of political organization & control
	The ability to destroy hard and deeply buried facilities


	The ability to target and destroy location uncertainty targets
	The ability to achieve tailored weapons effects (limit collateral damage and/or enhance lethality)



	Monitor and Collect Data
	
	
	
	
	

	Develop Situational Understanding
	
	
	
	
	

	Develop COAs & Select One
	
	
	
	
	

	Develop a Plan
	x
	x
	x
	x
	

	Execute the Plan and provide leadership
	x
	x
	x
	x
	

	Monitor Plan Execution and Adapt as Required
	
	
	
	
	

	Execute Basic C2 Process
	x
	x
	x
	x
	

	Network
	x
	x
	x
	x
	

	Share Information
	x
	x
	x
	x
	

	Interact
	x
	x
	x
	x
	

	Develop Shared Awareness
	x
	x
	x
	x
	

	Develop Shared Understanding
	x
	x
	x
	x
	

	Decide in a Collaborative Environment
	x
	x
	x
	x
	

	Synchronize
	x
	x
	x
	x
	

	Execute the Collaborative C2 Process
	x
	x
	x
	x
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (Active & Passive Defense)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to maintain a robust Homeland Security posture


	The ability to conduct global ballistic missile defense


	The ability to conduct global cruise missile defense


	The ability to integrate active defenses with offensive counterforce operations
	The ability to reduce U.S. vulnerability to attack through passive defense measures



	Monitor and Collect Data
	x
	x
	x
	x
	x

	Develop Situational Understanding
	x
	x
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x

	Develop a Plan
	x
	x
	x
	x
	x

	Execute the Plan and provide leadership
	x
	x
	x
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	
	
	
	x

	Execute Basic C2 Process
	x
	
	
	
	x

	Network
	x
	
	
	
	x

	Share Information
	x
	
	
	
	x

	Interact
	x
	
	
	
	x

	Develop Shared Awareness
	x
	
	
	
	x

	Develop Shared Understanding
	x
	
	
	
	x

	Decide in a Collaborative Environment
	x
	
	
	
	x

	Synchronize
	x
	
	
	
	x

	Execute the Collaborative C2 Process
	x
	
	
	
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Global Strike)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	Active/Passive Def

The ability to ensure functions of critical joint force systems are survivable against WMD/E 


	Active/Passive Def

The ability to achieve interoperability and functional redundancy


	Active/Passive Def

The ability to achieve information assurance and provide effective computer network defenses


	The ability to defeat adversary anti-access strategies


	The ability to plan & conduct independent operations with minimal outside support and/or redundancy



	Monitor and Collect Data
	
	x
	
	x
	

	Develop Situational Understanding
	
	x
	
	x
	

	Develop COAs & Select One
	
	x
	
	x
	

	Develop a Plan
	
	x
	
	x
	

	Execute the Plan and provide leadership
	
	x
	
	x
	

	Monitor Plan Execution and Adapt as Required
	x
	
	
	
	

	Execute Basic C2 Process
	x
	
	
	
	

	Network
	x
	
	
	
	x

	Share Information
	x
	
	
	x
	x

	Interact
	x
	
	
	x
	x

	Develop Shared Awareness
	x
	
	
	x
	x

	Develop Shared Understanding
	x
	
	
	
	

	Decide in a Collaborative Environment
	x
	
	
	
	

	Synchronize
	x
	
	
	
	x

	Execute the Collaborative C2 Process
	x
	
	
	
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (IO)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	Global Strike -- The ability to support real-time weapons command/targeting/retargeting/disarm/disablement


	Global Strike -- The ability to conduct simultaneous attacks against target classes/categories


	The ability to inform adversaries explicitly of U.S. national interests and intentions

network defenses


	The ability to communicate U.S. confidence in our ability to limit damage to ourselves and our allies


	The ability to communicate to adversaries their vulnerability to U.S. attack



	Monitor and Collect Data
	x
	
	
	
	

	Develop Situational Understanding
	x
	x
	
	
	

	Develop COAs & Select One
	x
	x
	
	
	

	Develop a Plan
	x
	x
	
	
	

	Execute the Plan and provide leadership
	x
	x
	
	
	

	Monitor Plan Execution and Adapt as Required
	x
	x
	
	
	

	Execute Basic C2 Process
	x
	x
	
	
	

	Network
	x
	x
	x
	x
	x

	Share Information
	x
	x
	x
	x
	x

	Interact
	x
	x
	x
	x
	x

	Develop Shared Awareness
	x
	x
	
	
	

	Develop Shared Understanding
	x
	x
	
	
	

	Decide in a Collaborative Environment
	x
	x
	
	
	

	Synchronize
	x
	x
	
	
	

	Execute the Collaborative C2 Process
	x
	x
	
	
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (IO cont)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to provide adversaries with terms and conditions for compliance


	The ability to communicate with or persuade non-leadership adversary elites


	The ability to conduct one- and two-way multiparty communications with a flexible, changing target audience


	The ability to efficiently and effectively communicate in the adversary's native language


	The ability to maintain robust electronic warfare capabilities



	Monitor and Collect Data
	
	
	
	
	

	Develop Situational Understanding
	
	
	
	
	

	Develop COAs & Select One
	
	
	
	
	

	Develop a Plan
	
	
	
	
	

	Execute the Plan and provide leadership
	
	
	x
	
	

	Monitor Plan Execution and Adapt as Required
	
	
	x
	
	

	Execute Basic C2 Process
	
	
	x
	
	

	Network
	x
	x
	x
	
	x

	Share Information
	x
	x
	x
	
	x

	Interact
	x
	x
	x
	x
	x

	Develop Shared Awareness
	
	
	x
	
	

	Develop Shared Understanding
	
	
	x
	
	

	Decide in a Collaborative Environment
	
	
	x
	
	

	Synchronize
	
	
	x
	
	

	Execute the Collaborative C2 Process
	
	
	x
	
	


Table D-19: Strategic Deterrence Operations C2 Capabilities (Inducement Operations)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to provide shared early warning of aerospace/WMD attack to both friends and adversaries as needed

compliance


	The ability to seamlessly create and modify ad hoc warning networks


	The ability to harden/disperse/camouflage ground segments


	The ability to provide robust space system electronic links

language


	The ability to provide unambiguous indications of deliberate attack/environmental failures/onboard anomalies for on-orbit satellites and associated C2



	Monitor and Collect Data
	x
	
	x
	x
	x

	Develop Situational Understanding
	x
	x
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x

	Develop a Plan
	x
	x
	
	x
	x

	Execute the Plan and provide leadership
	x
	x
	
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	
	x
	x

	Execute Basic C2 Process
	x
	x
	
	x
	x

	Network
	x
	x
	
	x
	x

	Share Information
	x
	x
	
	x
	x

	Interact
	x
	x
	
	x
	x

	Develop Shared Awareness
	x
	x
	
	x
	x

	Develop Shared Understanding
	x
	x
	
	x
	x

	Decide in a Collaborative Environment
	x
	x
	
	x
	x

	Synchronize
	x
	x
	
	x
	x

	Execute the Collaborative C2 Process
	x
	x
	
	x
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Space Control)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to maintain continuous whole-earth coverage from a space vantage point


	The ability to automate interfaces within disparate space system elements


	The ability to rapidly reconstitute on-orbit satellite capabilities


	The ability to provide production-line methods for satellite/launch vehicle/C2/user segments


	The ability to ensure dual-use compatibility for Global Strike and responsive spacelift capabilities



	Monitor and Collect Data
	x
	x
	x
	x
	x

	Develop Situational Understanding
	x
	x
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x

	Develop a Plan
	x
	x
	x
	x
	x

	Execute the Plan and provide leadership
	x
	x
	x
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	x
	x
	x

	Execute Basic C2 Process
	x
	x
	x
	x
	x

	Network
	x
	x
	x
	x
	x

	Share Information
	x
	x
	x
	x
	x

	Interact
	x
	x
	x
	x
	x

	Develop Shared Awareness
	x
	x
	x
	x
	x

	Develop Shared Understanding
	x
	x
	x
	x
	x

	Decide in a Collaborative Environment
	x
	x
	x
	x
	x

	Synchronize
	x
	x
	x
	x
	x

	Execute the Collaborative C2 Process
	x
	x
	x
	x
	x


Table D-19: Strategic Deterrence Operations C2 Capabilities (Space Control)

	Strategic Deterrence Operations JOC C2 Required Capabilities and Joint C2 Capability Interface

	
	The ability to integrate land/air/sea/space/information systems to achieve space situational awareness


	The ability to deceive/disrupt/deny/degrade/destroy adversary space systems or capabilities


	The ability to limit collateral damage to the space environment and/or third-party systems


	The ability to achieve reversible negation effects on space systems


	

	Monitor and Collect Data
	x
	x
	x
	x
	x

	Develop Situational Understanding
	x
	x
	x
	x
	x

	Develop COAs & Select One
	x
	x
	x
	x
	x

	Develop a Plan
	x
	x
	x
	x
	x

	Execute the Plan and provide leadership
	x
	x
	x
	x
	x

	Monitor Plan Execution and Adapt as Required
	x
	x
	x
	x
	x

	Execute Basic C2 Process
	x
	x
	x
	x
	x

	Network
	x
	x
	x
	x
	x

	Share Information
	x
	x
	x
	x
	x

	Interact
	x
	x
	x
	x
	x

	Develop Shared Awareness
	x
	x
	x
	x
	x

	Develop Shared Understanding
	x
	x
	x
	x
	x

	Decide in a Collaborative Environment
	x
	x
	x
	x
	x

	Synchronize
	x
	x
	x
	x
	x

	Execute the Collaborative C2 Process
	x
	x
	x
	x
	x
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� Performance here is defined as both speed and quality of decision.


� Joint Publication 1-02


� Marine Corps Doctrinal Publication 6.


� The art of warfare includes the innately human factors of command and control such as leadership, creativity and intuition.


� JV2020, 1.


� Ibid, p. 37. 


� National Military Strategy of the United States 1997. 
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� For the purposes of this discussion, we will work under the assumption that individual commanders at the operational level and above are always supported by a staff and that the role of the staff in any decision making process is dictated by the preferences of the individual commander. In the homeland security context, information-sharing and collaborative decisionmaking with civilian leaders is critical, particularly since DOD will often be acting in support of a Lead Federal Agency (LFA). Throughout this document, when reference is made to ‘connecting individual commanders’ it is understood that this includes civilian leaders, as appropriate, for homeland security missions.


� Marine Corps Doctrinal Publication 6.


� The operating environment includes environmental, political, economic, social, legal, and humanitarian variables.


� Boyd, John, COL (ret). Patterns of Conflict. Briefing on competitive organizations; December 1986. The Observe-Orient-Decide-Act model of C2 (OODA Loop) captures the continuous and cyclical nature of C2 and illustrates the basic process. Though Boyd’s model is intended to deal with decision making by individuals and groups, it is only being referenced here to the decision making by individuals.


� This includes a variety of different intelligence sources, including both classified and unclassified sources.


� Putting facts or events into a story or relating them to a well-known situation makes it easier for a commander to explain their interpretation of an unfolding situation.


� A course of action may seek to manipulate the adversary’s level of uncertainty and understanding of the operating environment.


� Office of Naval Research


� Three command methodologies are postulated in Thomas J. Czerwinski, “Command and Control at the Crossroads,” Parameters, Autumn, 1996, pp. 121-132. The three principle methodologies are command by direction, command by plan and command by influence. They prescribe an increasing level of decentralization in the command structure with command by direction having the most centralized structure and command by influence having the most decentralized.


� Overall access will be guided by established information security policies.


� Joint Publication 1-02.


� This is also referred to as a “mission network” because of its temporary mission specific existence.


� This includes the participation of non-DOD personnel and organizations without compromising security.


� Joint Publication 1-02.


� Performance here is defined as both speed and quality of decision.


� Alberts, David S. and Richard E. Hayes. Power to the Edge. Washington, DC: CCRP Publications Series. 2003, p. 127.


� CJCSI 3170.01C, Joint Capabilities Integration and Development System (JCIDS), 24 June 2003.


� These domains are closely linked to the domains referenced in the literature on network centric warfare: physical, information, cognitive, and social.
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� 2005 Guidance.


� Availability of data will be constrained by security considerations.


� Thomas J. Czerwinski, “Command and Control at the Crossroads” Parameters, Autumn, 1996, p. 122.


� Ibid, p. 124.


� Ibid, p. 123.


� Ed Smith. Effects Based Operations; p. xiv.


� The integrating concept amplifies a key area of the JOpsC to provide a more detailed operational level perspective for joint experimentation and assessment activities. It describes how a joint force commander integrates functional concepts and capabilities within a broad operational mission. Integrating concepts typically focus on forces and functions rather than on specific systems. A number of integrating concepts will likely be required to adequately amplify the capstone concept across the full range of military operations. Candidate integrating concepts should describe their relationship to the desired operational capabilities of the future and establish a benchmark against which to measure improvement.


� Joint Vision Implementation Master Plan, April 2001.


� JOpsC, November 2003.


�Alberts, Garstka and Stein. Network Centric Warfare: Developing and Leveraging Information Superiority. 2nd Edition (Revised). 1999.






